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Abstract
 In recent years, a cultural change in the handling of researchBackground:

data has resulted in the promotion of a culture of openness and an increased
sharing of data. In the area of clinical trials, sharing of individual participant data
involves a complex set of processes and the interaction of many actors and
actions. Individual services and tools to support data sharing are becoming
available, but what is missing is a detailed, structured and comprehensive list of
processes and subprocesses involved and the tools and services needed.

: Principles and recommendations from a published consensusMethods
document on data sharing were analysed in detail by a small expert group.
Processes and subprocesses involved in data sharing were identified and
linked to actors and possible supporting services and tools. Definitions adapted
from the business process model and notation (BPMN) were applied in the
analysis.

 A detailed and comprehensive tabulation of individual processes andResults:
subprocesses involved in data sharing, structured according to 9 main
processes, is provided. Possible tools and services to support these processes
are identified and grouped according to the major type of support.

 The identification of the individual processes and subprocessesConclusions:
and supporting tools and services, is a first step towards development of a
generic framework or architecture for the sharing of data from clinical trials.
Such a framework is needed to provide an overview of how the various actors,
research processes and services could interact to form a sustainable system
for data sharing.

Keywords
clinical trial, data sharing, individual participant data (IPD), process, business
process model, generic framework
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Introduction
In recent years, many scientific organisations, funders and  
initiatives have expressed their commitment to more open sci-
entific research. This cultural shift has been extended to also 
include clinical research and clinical trials in particular. Today, 
the results of clinical trials are increasingly considered as a public  
good, and access to the individual participant data (IPD) gener-
ated by those trials is seen as part of a fundamental right to health  
data (see Research Councils UK principles on data policy). 

At the same time, any release of data must include mecha-
nisms to maintain the privacy of the trial participants, and  
properly recognise the work of the researchers who initially  
generated the data.

To support the sharing of IPD in clinical trials, several organisa-
tions have developed generic principles, guidance and practi-
cal recommendations for implementation in recent years (e.g. 
the Institute of Medicine report in the US1, the Nordic Trial 
Alliance Working Group on Transparency and Registration for 
the Nordic countries2, the good practice principles for sharing 
IPD from publicly funded trials by MRC, UKCRC, CRUK and  
Wellcome, in the UK3,4, the guide to publishing and sharing 
sensitive data for Australia5 and the recommendations of the  
International Committee of Medical Journal Editors (ICMJE, 
see ICMJE recommendations on clinical trials). Within the EU 
Horizon 2020 funded project CORBEL (Coordinated Research 
Infrastructures Building Enduring Life-science Services) and 
coordinated by the European Clinical Research Infrastructure 
Network (ECRIN), an interdisciplinary and international stake-
holder taskforce reached a detailed consensus on principles and 
recommendations for data sharing of clinical trial data6. That  
document was taken as the starting point for the current paper.

Data sharing of IPD from clinical trials can be complex and 
will often involve the interaction of many actors. At present 
only limited documentary support is available, (e.g. templates 
for data sharing plans, data transfer and data use agreements), 
and this is scattered and thus not always easy to find. In addi-
tion, although some IT-tools and services are available to give 
support for individual tasks in the process of data sharing (e.g. 
for de-identification service for datasets; see Electronic Health 
Information Laboratory page on de-identification software) or an  
ID-generation service for study objects), these are again dif-
ficult to discover and their quality is not easy to assess. Addi-
tional complexity stems from the very heterogeneous set of 
repositories that are available for storage of IPD (see Registry of 
Research Data Repositories). There are general scientific reposi-
tories, repositories dedicated specifically to clinical research, 
repositories specialising a specific disease area and institution-
specific repositories. Thus, although fragments of infrastructure 
are available to support sharing of IPD from clinical trials, the  
various services and tools are scattered and a global vision of 
how all these components should interact and interoperate does  
not currently exist.

Fundamentally, what is still missing is a generic framework 
or architecture for data sharing that could be used for model-
ling, describing, and designing operations, data requirements,  
IT-systems and technological solutions (see Open Group  
TOGAF® framework). Such a framework would link structural 
concepts (e.g. actors) with behavioural concepts (e.g. processes 
supported by services) and give an overview of how these could 
interact to form a complete system for data sharing of IPD. As a 

            Amendments from Version 1

The purpose of the study was better explained at the end of 
the Introduction. It was the objective to identify all the various 
processes/sub-processes involved in data sharing and to provide 
a listing and classification of tools/services that could usefully 
support those processes. The methodological section of the 
manuscript was revised and adapted as much as possible to 
the COREQ guidelines for qualitative research. The credentials 
and experience of the authors was described, the rationale for 
data collection specified, the limitations of the initial CORBEL 
exercise characterised and the methodological approach 
specified in detail. The tables were improved according to the 
suggestions of the reviewers. The almost entirely unused column 
for “Subservices” was removed and the few entries transferred to 
the column “Possible Services/Tools”. That made the table simpler 
and easier to read. Figure 1 was extended with an optional 
relation between “Data requester” and “Data generator” and a 
reference that preparation of data sharing may also take place 
after data update has been added. In addition, minor corrections 
have been performed in the text to improve clearness and 
readability.

See referee reports

REVISED
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first step in creating such a general framework, we set out to iden-
tify various processes and subprocesses that could be involved 
and then provide a listing and classification of the tools and 
services that could usefully support those processes. It was not 
intended at this stage, to provide tools themselves (e.g. guidelines,  
examples, templates, IT-systems). This work is seen, however,  
as a necessary preparatory step for identifying and/or generating 
tools in a later stage of the CORBEL project.

Methods
In this study, a semi-formal collaborative small group  
decision-making approach was used to derive and then critique 
the list of processes and subprocesses involved in data sharing. 
The work is non-quantitative and we have therefore applied 
elements of the COREQ guidelines for qualitative research,  
as applicable in the following discussion of methods.

Credentials and experience of authors
CO, RB, SC and SB were members of the core team that  
coordinated the H2020 CORBEL working task on sharing of  
individual participant data from clinical trials lead by ECRIN. The 
team coordinated a consensus exercise of the multi-stakeholder 
taskforce and drafted the final report on ”Sharing and reuse of 
individual participant data from clinical trials: principles and 
recommendations”6. WK was one of the experts within the  
multi-stakeholder taskforce.

The authors have different background and expertise, but all 
have a longstanding practical experience with clinical trials. CO 
has a PhD in mathematics and was head of an academic clinical 
trial unit with a focus on biostatistics and IT-support of trials; SC 
has an MSc in information systems and he is an expert in data 
management and IT systems for clinical trials, RB is a clinical 
pharmacologist with an expertise in clinical trial and evidence 
synthesis methodology; WK has a PhD in molecular genetics 
with education in clinical pharmacology and he is an expert 
of information science; SB has a PhD in biological sciences  
and is the project manager responsible for the CORBEL project  
for ECRIN.

Using a multi-stakeholder group of 40+ international experts, 
and a formal consensus building process, an overarching 
framework for IPD sharing and reuse was developed in the  
CORBEL project. That process was co-ordinated by and involved 
the extensive participation of the core team. The document  
produced covers all stages of the data sharing life cycle and is 
highly structured, with 7 main topics, 10 principles assigned 
to these topics and 50 specific recommendations, making the 
analysis of the processes and subprocesses involved in IPD  
sharing relatively straightforward. This process analysis can be 
considered a first step in translating these CORBEL’s principles 

and recommendations into actionable strategies, leading to 
implementation guidelines and the supporting services required  
for successful data sharing projects.

Rationale for data collection
Other work on the sharing of IPD from clinical trials has  
usually been embedded in a geographical/national con-
text (eg, US, Nordic countries, UK), or centred on a specific  
stakeholder group (eg. Pharma) or focused on a specific subset of 
clinical trial data (e.g. published data). Due to the heterogeneity 
of the different documents, it was decided not to attempt a  
systematic review. Instead these and other documents were 
taken into consideration in the initial CORBEL consensus 
exercise and, as a consequence, in the final report6. Within 
this report we provided up to date, precise, broadly based and  
workable recommendations supporting data sharing from clini-
cal trials. The report was generic though focus of the report 
was on non-commercial trials, a European origin and the  
perspective of the researcher. The CORBEL report provided the  
basis for this study6.

Limitations of the initial CORBEL consensus exercise
A limitation of the initial study was that the consensus build-
ing exercise was largely based on experience and opin-
ions, and members of the task force may not have been fully  
representative of the research community. The other major issue 
is that the recommendations need to be implemented and tested in 
practice, and their feasibility and usability explored.

Methodological approach
The basic concepts and definitions were adapted from the  
business process model and notation (BPMN) and applied to 
our analysis. Recommendations and principles from the data  
sharing consensus document were analysed in detail and  
individual processes and subprocesses identified and linked to 
actors and possible services and tools by a small group of experts 
(CO, SC, RB, WK, SB). The decision-making process was based on  
a facilitator (CO) providing initial and updated versions of 
the document and iterative rounds of written feedback from 
the team members. The process was continued until final 
agreement was achieved. The process took place between  
October 2017 and January 2018, four different versions were 
provided and approved in sequential order (24 November 2017, 
7 and 11 December 2017, 15 January 2018). Due to the good  
relationship between the team members and long-term involve-
ment in common projects, a comprehensive and detailed point 
of reference, the consensus document, and clear objectives 
with milestones and time lines, agreement could be achieved  
by the team without applying a normative model of  
decision-making. The protocol for the qualitative analysis of the 
processes was not registered.
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Definitions. The following definitions were adapted from the 
business process model and notation (BPMN) and applied to  
our analysis (see Object Management Group page, 7):

Process:                  A sequence or flow of activities in an organ-
ization with the objective of carrying out work (see Object  
Management Group page).

Subprocess:              A process that is included within another 
process (see Object Management Group page)

Actor:                  Some person or organization taking part in  
day-to-day business activity (see Object Management Group page)

Service:                  A service is a functional business entity that 
fulfils a particular requirement (see Open Science and Research 
framework)

In this study, processes may relate to different organisa-
tions and business goals, e.g. the various activities of the data  
generators, data storage managers and secondary users all  
represent different business processes, operating at different times 
by different actors.

Actors are belonging to or have a relationship with the clini-
cal trial arena. Actors include: investigators, trial unit heads,  
QA-staff, senior data management and IT-staff, trial unit opera-
tional managers, statisticians, sponsors, trial management team, 
specialist agencies, repository managers, analysis environment 
providers, secondary users of data, data use advisory panel, 
research infrastructures, journal publishers, patient representatives,  
and funders. Definitions of actors have been taken from the  
glossary in the consensus document6 and some from the  
CDISC-glossary.

Services and tools may be relatively non-technical (e.g.  
providing information, example materials, template policies and 
procedures, assessment criteria, metadata, and infrastructure  
specifications) or technical, i.e. information technology based. 
For the most part, the IT required is seen as relatively well estab-
lished (e.g. webpages, web-based information systems) and  
already available (though would normally need specific  
organisation and application). A few services and tools may 
require specialist software development (e.g. development of an  
analysis environment, developing systems to support metadata 
repositories).

For graphical illustration, the BPMN approach was used. In 
BPMN, a process is depicted as a graph of flow elements, which 
are a set of activities, events, gateways, and sequence flow that 
adhere to a finite set of execution semantics. The usual BMBP 
notation and symbols were taken (event, activity, gateway,  
connections, swim lane) (see Object Management Group page).  
In this publication, BPMN is used only to give a high-level  
overview of the relation between the main processes. We may 

use the same notation in the future to ‘drill down’ into individual  
processes to provide a more detailed graphical representation.

Results
From the analysis of the consensus document 9 groups of 
processes involved in sharing of IPD were identified. These  
were concerned with:

1. Preparation for data sharing, in general (3)

2. Plan for data sharing, in the context of a specific trial (5)

3. Preparation of data for sharing, after data collected (3)

4. Transferring data objects to an external repository (2)

5. Repository data and access management (6)

6. Access to individual participant data and associated data  
objects (2)

7. Discovering the data objects available (5)

8. Publishing results of re-use (1)

9. Monitoring data sharing (2)

The numbers in brackets refer to the number of distinct  
processes identified within each group. Group 1 to 5 can be 
summarized under the heading “Data preparation and storage”,  
and 6–9 under the heading “Data request and secondary analysis”. 
The relationship between these major process groups is presented 
in Figure 1.

Almost all of the 29 processes were broken down further to 
2 or 3 subprocesses, occasionally more and each subprocess 
was linked to the main actors involved and possible services 
and / or tools. As result a detailed and comprehensive list of  
the individual activity involved in data sharing is provided by  
Table 1.

In Table 2, the possible services and / or tools associated with 
this activity are grouped according to major types of support, 
with a reference to the subprocesses where they may provide 
support. As the table illustrates, these tools and services  
fall into 6 (overlapping) categories:

1. Providing general background material

2. Locator services (for resources for data sharing, and / or to  
support data standards)

3. Example documents and templates

4. Services (e.g. to de-identify data, assign IDs, provide metadata, 
evaluate repositories)

5. Frameworks and guidance (e.g. metadata schemas, citation  
systems, checklists)

6. Tools (IT based, e.g. APIs to harvest repository contents, tools  
to assign metadata)
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Figure 1. Overview on the main processes in sharing of IPD. 

Page 6 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



Ta
b

le
 1

. L
is

ti
n

g
 o

f 
p

ro
ce

ss
es

, a
ct

o
rs

 a
n

d
 p

o
ss

ib
le

 s
er

vi
ce

s/
to

o
ls

 in
 s

h
ar

in
g

 o
f 

IP
D

 f
ro

m
 c

lin
ic

al
 t

ri
al

s.

P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

1.
 P

re
p

ar
at

io
n

 fo
r 

d
at

a 
sh

ar
in

g
, i

n
 g

en
er

al

1.
1 

Le
ar

n 
ab

ou
t i

nd
iv

id
ua

l 
pa

rt
ic

ip
an

t d
at

a 
(IP

D
) a

nd
 d

at
a 

ob
je

ct
 s

ha
rin

g1 .

1.
1.

1 
Le

ar
n 

ab
ou

t p
ol

ic
ie

s,
 re

qu
ire

m
en

ts
, 

im
pl

ic
at

io
ns

, o
pt

io
ns

, r
es

ou
rc

es
, e

tc
.

In
ve

st
ig

at
or

s,
 tr

ia
ls

 u
ni

t2  h
ea

ds
, o

pe
ra

tio
na

l 
m

an
ag

er
s,

 p
at

ie
nt

 g
ro

up
s

Ed
uc

at
io

n 
se

rv
ic

e 
(w

eb
 p

ag
es

, v
id

eo
s,

 
co

ur
se

s,
 te

xt
s 

et
c.

)

1.
1.

2 
B

ec
om

e 
aw

ar
e 

of
 re

po
si

to
rie

s 
av

ai
la

bl
e 

fo
r 

da
ta

 s
ha

rin
g,

 fe
at

ur
es

, p
ro

s 
an

d 
co

ns
, c

os
ts

, e
tc

.
In

ve
st

ig
at

or
s,

 tr
ia

ls
 u

ni
t h

ea
ds

, o
pe

ra
tio

na
l 

m
an

ag
er

s
W

eb
 b

as
ed

 in
fo

rm
at

io
n 

so
ur

ce
s 

on
 

re
po

si
to

rie
s,

 p
ub

lis
he

d 
su

rv
ey

s,
 re

po
si

to
ry

 
qu

al
ity

 a
ss

es
sm

en
ts

1.
2 

D
ev

el
op

 lo
ca

l S
O

Ps
 a

nd
 

re
la

te
d 

qu
al

ity
 d

oc
um

en
ts

 
su

pp
or

tin
g 

as
pe

ct
s 

of
 IP

D
 a

nd
 

da
ta

 o
bj

ec
t s

ha
rin

g

1.
2.

1 
D

ev
el

op
 p

ro
ce

du
re

s 
go

ve
rn

in
g 

da
ta

 
sh

ar
in

g 
pl

an
ni

ng
 a

nd
 p

ro
ce

du
re

s 
w

ith
in

 a
 tr

ia
l.

Tr
ia

ls
 u

ni
t h

ea
ds

, Q
A

 s
ta

ff,
 o

pe
ra

tio
na

l m
an

ag
er

s,
 

se
ni

or
 d

at
a 

m
an

ag
em

en
t a

nd
 IT

 s
ta

ff
Ex

am
pl

e 
SO

Ps
 a

nd
 p

ro
fo

rm
as

1.
2.

2 
D

ev
el

op
 p

ro
ce

du
re

s 
an

d 
lib

ra
rie

s 
to

 
pr

om
ot

e 
th

e 
us

e 
of

 d
at

a 
st

an
da

rd
s 

in
 d

at
ab

as
e 

an
d 

m
et

ad
at

a 
de

si
gn

.

Tr
ia

ls
 u

ni
t o

pe
ra

tio
na

l m
an

ag
er

s,
 s

ta
tis

tic
ia

ns
, 

se
ni

or
 d

at
a 

m
an

ag
em

en
t a

nd
 IT

 s
ta

ff
Li

nk
s 

to
 s

ta
nd

ar
ds

 a
nd

 a
ss

oc
ia

te
d 

re
so

ur
ce

s.
 E

xa
m

pl
e 

lo
ca

l p
ro

ce
du

re
s 

Li
br

ar
ie

s 
of

 re
-u

sa
bl

e 
co

m
po

ne
nt

s

1.
3 

C
la

rif
y 

an
d 

in
te

gr
at

e 
ow

n 
in

st
itu

tio
n’

s 
re

qu
ire

m
en

ts
 fo

r 
da

ta
 s

ha
rin

g

1.
3.

1 
C

la
rif

y 
/ a

gr
ee

 w
ith

 re
le

va
nt

 u
ni

ve
rs

ity
, 

ho
sp

ita
l (

et
c.

) a
ny

 p
ol

ic
ie

s 
an

d 
re

qu
ire

m
en

ts
 

(e
.g

. u
se

 o
f l

oc
al

 d
at

a 
re

po
si

to
rie

s)
 c

on
ce

rn
in

g 
da

ta
 s

ha
rin

g.

Tr
ia

ls
 u

ni
t h

ea
ds

, Q
A

 s
ta

ff,
 o

pe
ra

tio
na

l m
an

ag
er

s,
 

eq
ui

va
le

nt
 s

ta
ff 

in
 p

ar
en

t o
rg

an
is

at
io

n(
s)

1.
3.

2 
In

te
gr

at
e 

an
y 

in
st

itu
tio

na
l r

eq
ui

re
m

en
ts

 in
to

 
lo

ca
l S

O
Ps

 a
nd

 p
ro

ce
du

re
s.

Tr
ia

ls
 u

ni
t h

ea
ds

, Q
A

 s
ta

ff,
 o

pe
ra

tio
na

l m
an

ag
er

s

2.
 P

la
n

 fo
r 

d
at

a 
sh

ar
in

g
, i

n
 t

h
e 

co
n

te
xt

 o
f 

a 
sp

ec
ifi

c 
tr

ia
l

2.
1 

D
ec

id
e 

th
e 

st
ra

te
gy

 fo
r d

at
a 

sh
ar

in
g 

fo
r t

hi
s 

tri
al

.
2.

1.
1 

Ex
pl

or
e 

op
tio

ns
 fo

r d
at

a 
sh

ar
in

g 
(c

on
si

de
rin

g 
da

ta
se

ts
, t

im
ef

ra
m

e,
 li

ke
ly

 d
e-

id
en

tifi
ca

tio
n 

re
qu

ire
d,

 p
la

nn
ed

 jo
ur

na
l (

s)
, l

ik
el

y 
re

po
si

to
ry

, c
os

ts
, e

tc
.)

Sp
on

so
rs

, w
ith

 tr
ia

l m
an

ag
em

en
t t

ea
m

 a
nd

 
ne

tw
or

k 
of

 in
ve

st
ig

at
or

s
C

he
ck

lis
t o

f i
ss

ue
s 

th
at

 n
ee

d 
to

 b
e 

co
ns

id
er

ed
, w

ith
 s

up
po

rt
in

g 
m

at
er

ia
l, 

op
tio

n 
de

sc
rip

tio
ns

2.
1.

2 
C

he
ck

 fu
nd

er
/s

po
ns

or
 re

qu
ire

m
en

ts
 fo

r 
da

ta
 s

ha
rin

g
Tr

ia
l m

an
ag

em
en

t t
ea

m
, f

un
de

r a
nd

 / 
or

 s
po

ns
or

 
st

af
f

C
la

ss
ifi

ca
tio

n 
of

 le
ga

l r
es

po
ns

ib
ili

tie
s 

of
 

di
ffe

re
nt

 p
ar

tie
s 

in
vo

lv
ed

2.
1.

3 
D

ec
id

e 
th

e 
st

ra
te

gy
 a

nd
 s

pe
ci

fic
 a

ct
io

ns
 

re
qu

ire
d 

fo
r d

at
a 

sh
ar

in
gi

n 
th

is
 tr

ia
l

Sp
on

so
rs

, w
ith

 tr
ia

l m
an

ag
em

en
t t

ea
m

C
he

ck
lis

t o
f i

ss
ue

s 
th

at
 n

ee
d 

to
 b

e 
co

ns
id

er
ed

, w
ith

 s
up

po
rt

in
g 

m
at

er
ia

l, 
op

tio
n 

de
sc

rip
tio

ns

2.
2 

D
oc

um
en

t t
he

 s
tra

te
gy

 fo
r 

da
ta

 s
ha

rin
g 

fo
r t

hi
s 

tri
al

 in
 tr

ia
l 

do
cu

m
en

ts

2.
2.

1 
In

co
rp

or
at

e 
da

ta
 s

ha
rin

g 
su

m
m

ar
y 

in
 

se
ct

io
n 

of
 th

e 
pr

ot
oc

ol
Tr

ia
l m

an
ag

em
en

t t
ea

m
Ex

am
pl

e 
pr

ot
oc

ol
 s

ec
tio

ns

2.
2.

2 
In

co
rp

or
at

e 
da

ta
 s

ha
rin

g 
de

ta
ils

 w
ith

in
 th

e 
da

ta
 m

an
ag

em
en

t p
la

n
Tr

ia
l m

an
ag

em
en

t t
ea

m
, d

at
a 

m
an

ag
em

en
t /

 
sh

ar
in

g 
sp

ec
ia

lis
ts

Ex
am

pl
e 

D
M

P 
se

ct
io

ns
 w

ith
 s

up
po

rt
in

g 
m

at
er

ia
l

2.
2.

3 
In

co
rp

or
at

e 
da

ta
 s

ha
rin

g 
su

m
m

ar
y 

w
ith

in
 

tri
al

 re
gi

st
ra

tio
n 

da
ta

Tr
ia

l m
an

ag
em

en
t t

ea
m

Ex
am

pl
e 

re
gi

st
ry

 d
at

a 
se

ct
io

ns

Page 7 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

2.
3 

In
co

rp
or

at
e 

in
fo

rm
at

io
n 

on
 d

at
a 

sh
ar

in
g 

pl
an

 in
to

 
pa

rt
ic

ip
an

t d
oc

um
en

ts
 o

f 
cl

in
ic

al
 tr

ia
ls

2.
3.

1 
Su

m
m

ar
is

e 
an

d 
ex

pl
ai

n 
da

ta
 s

ha
rin

g 
pl

an
 

in
 p

at
ie

nt
 in

fo
rm

at
io

n 
sh

ee
ts

.
Tr

ia
l m

an
ag

em
en

t t
ea

m
, p

at
ie

nt
 g

ro
up

s 
an

d 
re

pr
es

en
ta

tiv
es

G
ui

da
nc

e 
on

 le
gi

sl
at

io
n 

fra
m

ew
or

k 
– 

de
m

on
st

ra
tio

n 
m

at
er

ia
l, 

te
m

pl
at

es
, 

ex
am

pl
es

2.
3.

2 
In

cl
ud

e 
re

qu
es

t f
or

 b
ro

ad
 c

on
se

nt
 fo

r d
at

a 
sh

ar
in

g 
in

 in
fo

rm
ed

 c
on

se
nt

 d
oc

um
en

ts
.

Tr
ia

l m
an

ag
em

en
t t

ea
m

, p
at

ie
nt

 g
ro

up
s 

an
d 

re
pr

es
en

ta
tiv

es
D

em
on

st
ra

tio
n 

m
at

er
ia

l, 
te

m
pl

at
es

, 
ex

am
pl

es

2.
4 

C
he

ck
 a

nd
 a

lig
n 

da
ta

 
sh

ar
in

g 
pl

an
s 

of
 c

ol
la

bo
ra

to
rs

 
w

ho
 a

re
 a

ls
o 

ge
ne

ra
tin

g 
da

ta
.

2.
4.

1 
En

su
re

 a
ny

 p
la

ns
 to

 p
ub

lis
h 

co
lla

bo
ra

to
rs

‘ 
da

ta
 (e

.g
. l

ab
 d

at
a)

 a
re

 c
om

pa
tib

le
 w

ith
 p

la
ns

 fo
r 

cl
in

ic
al

 IP
D

 s
ha

rin
g

Tr
ia

l m
an

ag
em

en
t t

ea
m

Ex
am

pl
es

 o
f p

os
si

bl
e 

is
su

es
 (e

.g
. w

ith
 

ex
pe

ct
at

io
ns

 o
f p

ub
lis

hi
ng

 la
b 

da
ta

, 
in

cr
ea

se
d 

re
-id

en
tifi

ca
tio

n 
ris

k)

2.
4.

2 
En

su
re

 a
ll 

co
lla

bo
ra

to
rs

 h
av

e 
co

nt
rib

ut
ed

 to
 

an
d 

ha
ve

 a
gr

ee
d 

to
 d

at
a 

sh
ar

in
g 

pl
an

s.
Tr

ia
l m

an
ag

em
en

t t
ea

m
Ex

am
pl

es
 o

f p
os

si
bl

e 
pr

oc
es

se
s,

 p
ol

ic
ie

s,
 

to
 a

gr
ee

 a
nd

 d
oc

um
en

t d
at

a 
sh

ar
in

g 
ac

ro
ss

 c
ol

la
bo

ra
to

rs
.

2.
5 

En
su

re
 th

at
 d

at
a 

an
d 

m
et

ad
at

a 
st

an
da

rd
s 

ha
ve

 b
ee

n 
us

ed
 a

s 
fa

r a
s 

po
ss

ib
le

 in
 

da
ta

ba
se

 d
es

ig
n

Tr
ia

l m
an

ag
em

en
t t

ea
m

Li
nk

s 
to

 s
ta

nd
ar

ds
 a

nd
 a

ss
oc

ia
te

d 
re

so
ur

ce
s.

 L
ib

ra
rie

s 
of

 re
-u

sa
bl

e 
co

m
po

ne
nt

s

3.
 P

re
p

ar
at

io
n

 o
f 

d
at

a 
fo

r 
sh

ar
in

g
, a

ft
er

 d
at

a 
co

lle
ct

ed

3.
1 

C
on

fir
m

 s
tra

te
gy

 fo
r 

da
ta

 p
re

pa
ra

tio
n 

fo
r s

ha
rin

g,
 

in
cl

ud
in

g 
tim

el
in

es

3.
1.

1 
D

ec
id

e 
if 

(fu
rt

he
r)

 p
se

ud
on

ym
is

at
io

n 
or

 
an

on
ym

is
at

io
n 

re
qu

ire
d.

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff

G
ui

da
nc

e 
on

 in
te

rp
re

ta
tio

n 
of

 le
ga

l 
re

qu
ire

m
en

ts
 in

 d
iff

er
en

t j
ur

is
di

ct
io

ns
.

3.
1.

2 
A

ss
es

s 
ris

k 
of

 re
-id

en
tifi

ca
tio

n 
w

ith
 e

xi
st

in
g 

da
ta

se
ts

. C
on

fir
m

 ty
pe

s 
an

d 
le

ve
l o

f d
e-

 
id

en
tifi

ca
tio

n 
re

qu
ire

d.

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff,

 s
pe

ci
al

is
t d

e-
id

en
tifi

ca
tio

n 
ag

en
ci

es
D

e-
id

en
tifi

ca
tio

n/
an

on
ym

is
at

io
n 

se
rv

ic
e 

fo
r 

da
ta

se
ts

3.
2 

C
ar

ry
 o

ut
 s

tra
te

gy
 fo

r d
at

a 
pr

ep
ar

at
io

n
3.

2.
1 

D
e-

id
en

tif
y,

 a
nd

 p
se

ud
o-

an
on

ym
is

e 
or

 
an

on
ym

is
e 

da
ta

se
t f

or
 d

at
a 

sh
ar

in
g

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff,

 s
pe

ci
al

is
t d

e-
id

en
tifi

ca
tio

n 
ag

en
ci

es
D

e-
id

en
tifi

ca
tio

n/
an

on
ym

is
at

io
n 

se
rv

ic
e 

fo
r 

da
ta

se
ts

3.
2.

2 
C

he
ck

 th
at

 a
na

ly
se

s 
st

ill
 fu

nc
tio

n 
fo

r d
e-

id
en

tifi
ed

 d
at

a 
an

d 
do

cu
m

en
t a

ny
 d

is
cr

ep
an

ci
es

St
at

is
tic

ia
ns

 a
nd

 d
at

a 
m

an
ag

er
s

3.
2.

3 
G

en
er

at
e 

/ t
ra

ns
fo

rm
, a

nd
 c

he
ck

, 
de

sc
rip

tiv
e 

m
et

ad
at

a 
fo

r t
he

 d
at

as
et

s 
pr

ep
ar

ed
 

fo
r s

ha
rin

g

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff

3.
2.

4 
Se

le
ct

 fi
le

 fo
rm

at
s 

fo
r l

on
g 

te
rm

 s
to

ra
ge

 o
f 

da
ta

 a
nd

 m
et

ad
at

a 
an

d 
tra

ns
fo

rm
 if

 n
ec

es
sa

ry
Tr

ia
l d

at
a 

m
an

ag
em

en
t a

nd
 It

 s
ta

ff
Fi

le
 fo

rm
at

s 
re

co
gn

iz
ed

 a
s 

st
an

da
rd

3.
3 

D
oc

um
en

t d
at

a 
pr

ep
ar

at
io

n 
pr

oc
es

s
3.

3.
1 

A
ss

es
s 

an
d 

do
cu

m
en

t r
is

k 
of

 re
- 

id
en

tifi
ca

tio
n 

w
ith

 re
vi

se
d 

da
ta

se
ts

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff,

 s
pe

ci
al

is
t d

e-
id

en
tifi

ca
tio

n 
ag

en
ci

es
D

e-
id

en
tifi

ca
tio

n/
an

on
ym

is
at

io
n 

se
rv

ic
e 

fo
r 

da
ta

se
ts

. t
em

pl
at

e 
D

at
a 

Pr
ot

ec
tio

n 
Im

pa
ct

 
A

ss
es

sm
en

ts
.

3.
3.

2 
In

co
rp

or
at

e 
re

co
rd

 o
f d

at
a 

pr
ep

ar
at

io
n 

an
d 

ris
k 

as
se

ss
m

en
ts

 w
ith

in
 m

et
ad

at
a

Tr
ia

l d
at

a 
m

an
ag

em
en

t a
nd

 IT
 s

ta
ff

M
et

ad
at

a 
sc

he
m

e 
fo

r d
es

cr
ib

in
g 

de
-

id
en

tifi
ca

tio
n 

an
d 

da
ta

 p
re

pa
ra

tio
n 

pr
oc

es
se

s

4.
 T

ra
n

sf
er

ri
n

g
 d

at
a 

o
b

je
ct

s 
to

 e
xt

er
n

al
 r

ep
o

si
to

ry

4.
1 

Se
le

ct
 re

po
si

to
ry

 (o
r c

on
fir

m
 

ea
rli

er
 re

po
si

to
ry

 s
el

ec
tio

n)
4.

1.
1 

Ex
pl

or
e 

re
po

si
to

ry
 fe

at
ur

es
, m

an
ag

em
en

t, 
ac

ce
ss

 o
pt

io
ns

, c
os

ts
, c

er
tifi

ca
tio

n
Sp

on
so

rs
 w

ith
 tr

ia
l m

an
ag

em
en

t t
ea

m
D

at
a 

re
po

si
to

ry
 id

en
tifi

ca
tio

n 
se

rv
ic

e 
in

cl
ud

in
g 

as
se

ss
m

en
t a

ga
in

st
 q

ua
lit

y 
cr

ite
ria

, s
ta

nd
ar

ds
, c

er
tifi

ca
tio

n 
pr

oc
es

s 
fo

r r
ep

os
ito

rie
s

Page 8 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

4.
2 

Tr
an

sf
er

 th
e 

da
ta

se
ts

 
un

de
r a

 fo
rm

al
 d

at
a 

tra
ns

fe
r 

ag
re

em
en

t

4.
2.

1 
A

gr
ee

 o
n 

ac
ce

ss
 re

gi
m

e,
 d

at
a 

sh
ar

in
g 

de
ci

si
on

 p
ro

ce
ss

es
, a

ss
ig

nm
en

t o
f 

re
sp

on
si

bi
lit

ie
s 

in
cl

ud
in

g 
da

ta
 c

on
tro

lle
r r

ol
e

Sp
on

so
rs

 w
ith

 tr
ia

l m
an

ag
em

en
t t

ea
m

C
he

ck
lis

ts
 to

 s
up

po
rt

 d
at

a 
tra

ns
fe

r 
ag

re
em

en
t

4.
2.

2 
A

gr
ee

 o
n 

re
sp

on
si

bi
lit

ie
s 

fo
r g

en
er

at
in

g 
di

sc
ov

er
ab

ili
ty

 a
nd

 p
ro

ve
na

nc
e 

m
et

ad
at

a
Sp

on
so

rs
 w

ith
 tr

ia
l m

an
ag

em
en

t t
ea

m
C

he
ck

lis
ts

 to
 s

up
po

rt
 d

at
a 

tra
ns

fe
r 

ag
re

em
en

t

4.
2.

3 
D

ra
w

 u
p 

an
d 

ag
re

e 
da

ta
 tr

an
sf

er
 

ag
re

em
en

t, 
in

cl
ud

in
g 

pr
ov

is
io

n 
if 

re
po

si
to

ry
 

di
sa

pp
ea

rs

Sp
on

so
rs

 w
ith

 tr
ia

l m
an

ag
em

en
t t

ea
m

To
ol

s 
fo

r g
en

er
at

in
g 

da
ta

 tr
an

sf
er

 
ag

re
em

en
t

4.
2.

4 
A

pp
ly

 d
is

co
ve

ra
bi

lit
y 

an
d 

pr
ov

en
an

ce
 

m
et

ad
at

a 
to

 d
at

as
et

s 
an

d 
tra

ns
fe

r d
at

a
Tr

ia
l d

at
a 

m
an

ag
em

en
t a

nd
 IT

 s
ta

ff 
an

d/
or

 
re

po
si

to
ry

 s
ta

ff
M

et
ad

at
a 

sc
he

m
as

 fo
r d

at
a 

ob
je

ct
 

di
sc

ov
er

ab
ili

ty
; t

oo
ls

 fo
r t

he
ir 

ap
pl

ic
at

io
n

5.
 R

ep
o

si
to

ry
 d

at
a 

an
d

 a
cc

es
s 

m
an

ag
em

en
t

5.
1 

M
ai

nt
ai

n 
hi

gh
ly

 g
ra

nu
la

r 
ac

ce
ss

 c
on

tro
l t

o 
IP

D
5.

1.
1 

M
ai

nt
ai

n 
ac

ce
ss

 c
on

tro
l t

ha
t a

llo
w

s 
in

di
vi

du
al

 fi
le

s 
to

 b
e 

de
si

gn
at

ed
 a

s 
ei

th
er

  
a)

 p
ub

lic
ly

 a
va

ila
bl

e,
 w

ith
ou

t u
se

r i
de

nt
ifi

ca
tio

n,
 

to
 d

ow
nl

oa
d 

or
 s

im
pl

y 
vi

ew
.  

b)
 a

va
ila

bl
e 

on
ly

 to
 s

el
f-i

de
nt

ifi
ed

 n
am

ed
 

in
di

vi
du

al
s,

 to
 d

ow
nl

oa
d 

or
 s

im
pl

y 
vi

ew
 (m

ay
 b

e 
m

an
ag

ed
 o

n 
a 

gr
ou

p 
ba

si
s)

.  
c)

 a
va

ila
bl

e 
on

ly
 to

 n
am

ed
 in

di
vi

du
al

s,
  

as
 id

en
tifi

ed
 b

y 
da

ta
 c

on
tro

lle
rs

, t
o 

do
w

nl
oa

d 
or

 
si

m
pl

y 
vi

ew
 (m

ay
 b

e 
m

an
ag

ed
 o

n 
a 

gr
ou

p 
ba

si
s)

.

R
ep

os
ito

ry
 m

an
ag

er
s

A
ut

he
nt

ic
at

io
n 

an
d 

au
th

or
is

at
io

n 
to

ol
s,

 
lo

gg
in

g 
se

rv
ic

es

5.
1.

2 
M

ai
nt

ai
n 

2-
fa

ct
or

 a
ut

he
nt

ic
at

io
n,

 a
s 

re
qu

ire
d,

 w
ith

 e
ith

er
 (b

) o
r (

c)
 fr

om
 5

.1
.1

.
R

ep
os

ito
ry

 m
an

ag
er

s
A

ut
he

nt
ic

at
io

n 
an

d 
au

th
or

is
at

io
n 

to
ol

s 
w

ith
 

2 
fa

ct
or

 a
ut

he
nt

ic
at

io
n 

(s
ee

4  a
t t

he
 b

ot
to

m
 

of
 T

ab
le

 1
)

5.
2 

M
ai

nt
ai

n 
m

ec
ha

ni
sm

s 
to

 s
et

 
up

 a
nd

 a
pp

ly
 a

ut
he

nt
ic

at
io

n 
an

d 
au

th
or

iz
at

io
n 

m
ea

su
re

s

5.
2.

1 
Pr

ov
id

e 
w

eb
 b

as
ed

 fo
rm

s 
th

at
 a

llo
w

 u
se

rs
 

to
 p

ro
vi

de
 d

et
ai

ls
 a

bo
ut

 th
em

se
lv

es
, w

ith
 s

om
e 

de
gr

ee
 o

f v
al

id
at

io
n 

(e
.g

. e
m

ai
l c

on
fir

m
at

io
n,

 
cr

os
s 

re
fe

re
nc

e 
to

 o
th

er
 A

A
I a

rc
hi

te
ct

ur
es

).

R
ep

os
ito

ry
 m

an
ag

er
s

A
ut

he
nt

ic
at

io
n 

an
d 

au
th

or
is

at
io

n 
to

ol
s,

 
va

lid
at

io
n 

m
ec

ha
ni

sm
s

5.
2.

2 
Pr

ov
id

e 
ap

pr
op

ria
te

 lo
g-

in
 p

ag
es

, w
ith

 
pa

ss
w

or
d 

m
an

ag
em

en
t

R
ep

os
ito

ry
 m

an
ag

er
s

A
ut

he
nt

ic
at

io
n 

an
d 

au
th

or
is

at
io

n 
to

ol
s

5.
3 

W
he

re
 th

er
e 

is
 a

 d
em

an
d,

 
pr

ov
id

e 
a 

pr
ot

ec
te

d 
an

al
ys

is
 

en
vi

ro
nm

en
t

5.
3.

1 
A

llo
w

 d
at

as
et

s 
(in

cl
ud

in
g,

 p
os

si
bl

y 
so

m
e 

im
po

rt
ed

 fr
om

 o
th

er
 re

po
si

to
rie

s)
 to

 b
e 

id
en

tifi
ed

 
an

d 
re

qu
es

te
d 

fo
r a

 d
es

ig
na

te
d 

an
al

ys
is

 
en

vi
ro

nm
en

t

R
ep

os
ito

ry
 m

an
ag

er
s,

 a
na

ly
si

s 
en

vi
ro

nm
en

t 
pr

ov
id

er
s

Th
e 

an
al

ys
is

 e
nv

iro
nm

en
t i

ts
el

f, 
in

cl
ud

in
g 

da
ta

 im
po

rt
 a

nd
 lo

gg
in

g 
to

ol
s

5.
3.

2 
Pr

ov
id

e 
vi

ew
in

g,
 a

na
ly

si
s 

an
d 

re
co

rd
in

g 
to

ol
s,

 w
hi

le
 p

re
ve

nt
in

g 
do

w
nl

oa
d 

of
 th

e 
da

ta
.

R
ep

os
ito

ry
 m

an
ag

er
s,

 a
na

ly
si

s 
en

vi
ro

nm
en

t 
pr

ov
id

er
s

A
na

ly
si

s 
to

ol
s 

an
d 

se
rv

ic
es

, l
og

gi
ng

 to
ol

s

5.
3.

3 
Pr

ov
id

e 
w

or
kfl

ow
 re

co
rd

in
g 

to
ol

s 
an

d 
do

cu
m

en
ta

tio
n 

of
 th

e 
w

ho
le

 p
ro

ce
ss

, i
nc

lu
di

ng
 

th
e 

cl
os

ur
e 

/ t
ea

rd
ow

n 
of

 th
e 

sp
ec

ifi
c 

an
al

ys
is

 
en

vi
ro

nm
en

t.

R
ep

os
ito

ry
 m

an
ag

er
s,

 a
na

ly
si

s 
en

vi
ro

nm
en

t 
pr

ov
id

er
s

W
or

kfl
ow

 re
co

rd
in

g 
to

ol
s,

 lo
gg

in
g 

to
ol

s

Page 9 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

5.
4 

Su
pp

ly
 d

is
co

ve
ry

 d
at

a 
fo

r I
PD

 a
nd

 d
at

a 
ob

je
ct

s 
on

 
a 

re
gu

la
r b

as
is

 to
 m

et
ad

at
a 

re
po

si
to

rie
s

5.
4.

1 
Li

ai
se

 w
ith

 m
et

ad
at

a 
re

po
si

to
rie

s 
to

 a
gr

ee
 

a 
m

et
ad

at
a 

sc
he

m
a 

th
at

 c
on

fo
rm

s 
w

ith
, o

r c
an

 
be

 m
ap

pe
d 

to
, a

 g
en

er
al

 s
ch

em
a 

fo
r d

is
co

ve
ry

 
m

et
ad

at
a

R
ep

os
ito

ry
 m

an
ag

er
s

Sc
he

m
a 

fo
r d

is
co

ve
ry

 m
et

ad
at

a

5.
4.

2 
A

llo
w

 re
gu

la
r (

e.
g.

 n
ig

ht
ly

) h
ar

ve
st

in
g 

of
 

m
et

ad
at

a,
 th

ro
ug

h 
an

 A
PI

.
R

ep
os

ito
ry

 m
an

ag
er

s
A

PI
 fo

r m
ak

in
g 

m
et

ad
at

a 
av

ai
la

bl
e 

fro
m

 
ea

ch
 re

po
si

to
ry

5.
5 

Fa
ci

lit
at

e 
da

ta
 a

cc
es

s 
ac

co
rd

in
g 

to
 p

rio
r D

at
a 

Tr
an

sf
er

 
A

gr
ee

m
en

t

5.
5.

1 
Es

ta
bl

is
h 

a 
D

at
a 

A
cc

es
s 

C
om

m
itt

ee
, f

or
 

da
ta

 th
at

 re
qu

ire
s 

th
is

 ty
pe

 o
f c

on
tro

lle
d 

ac
ce

ss
, 

w
hi

ch
 c

an
 p

ro
ce

ss
 a

nd
 fi

lte
r r

eq
ue

st
s,

 a
nd

 
re

co
m

m
en

d 
or

 ta
ke

 d
ec

is
io

n 
on

 d
at

a 
re

le
as

e.

R
ep

os
ito

ry
 m

an
ag

er
s,

 D
at

a 
A

cc
es

s 
C

om
m

itt
ee

 
m

em
be

rs
G

ui
de

lin
es

 fo
r t

er
m

s 
of

 re
fe

re
nc

e 
/ 

fu
nc

tio
ni

ng
 o

f D
at

a 
A

cc
es

s 
C

om
m

itt
ee

s;
 

m
ec

ha
ni

sm
s 

fo
r r

ec
or

di
ng

 a
nd

 p
ub

lic
at

io
n 

of
 A

cc
es

s 
C

om
m

itt
ee

 d
ec

is
io

ns

5.
5.

2 
Fo

r d
at

a 
th

at
 re

qu
ire

s 
th

em
, c

re
at

e 
an

d 
po

st
 d

at
a 

re
qu

es
t f

or
m

s 
fo

r u
se

rs
 to

 c
om

pl
et

e.
R

ep
os

ito
ry

 m
an

ag
er

s
Te

m
pl

at
e 

an
d 

ex
am

pl
e 

da
ta

 re
qu

es
t  

fo
rm

s

5.
5.

3 
Fo

r d
at

a 
th

at
 re

qu
ire

s 
th

em
, c

re
at

e 
te

m
pl

at
es

 th
at

 a
llo

w
 p

ot
en

tia
l u

se
rs

 to
 s

ee
 th

e 
in

fo
rm

at
io

n 
th

ey
 w

ill
 n

ee
d 

to
 p

ro
vi

de
, a

nd
 th

e 
co

nd
iti

on
s 

to
 w

hi
ch

 th
ey

 w
ill

 n
ee

d 
to

 c
on

fo
rm

.

R
ep

os
ito

ry
 m

an
ag

er
s

Te
m

pl
at

e 
an

d 
ex

am
pl

e 
da

ta
 u

se
 

ag
re

em
en

ts
 (m

ay
 b

e 
st

ar
tin

g 
po

in
ts

 fo
r 

ne
go

tia
te

d,
 s

pe
ci

fic
, a

gr
ee

m
en

ts
)

5.
6 

Pr
ov

id
e 

us
ag

e 
an

d 
st

at
us

 
re

po
rt

s 
to

 d
at

a 
de

po
si

to
rs

5.
6.

1 
Pr

ov
id

e 
re

gu
la

r (
e.

g.
 q

ua
rt

er
ly

) r
ep

or
ts

 
on

 a
cc

es
s 

an
d 

/ o
r r

eq
ue

st
s 

m
ad

e,
 b

y 
w

ho
m

, 
ac

tio
ns

 ta
ke

n 
an

d 
re

as
on

s 
gi

ve
n,

 b
ac

k 
to

 th
e 

da
ta

 g
en

er
at

or
s 

an
d 

/ o
r c

on
tro

lle
rs

R
ep

os
ito

ry
 m

an
ag

er
s

R
ep

or
t s

er
vi

ce
s 

m
ai

nt
ai

ne
d 

by
 re

po
si

to
ry

 
m

an
ag

er
s

5.
6.

2 
Pr

ov
id

e 
re

gu
la

r (
e.

g.
 a

nn
ua

l) 
re

po
rt

s 
on

 
m

an
ag

em
en

t o
f d

at
a 

se
cu

rit
y 

an
d 

in
te

gr
ity

, 
ch

an
ge

s 
in

 in
fra

st
ru

ct
ur

e,
 fu

nd
in

g 
an

d 
or

ga
ni

sa
tio

n,
 e

tc
., 

to
 a

ll 
us

er
s

R
ep

os
ito

ry
 m

an
ag

er
s

R
ep

or
t s

er
vi

ce
s 

m
ai

nt
ai

ne
d 

by
 re

po
si

to
ry

 
m

an
ag

er
s

6 
M

an
ag

in
g

 a
cc

es
s 

to
 in

d
iv

id
u

al
 p

ar
ti

ci
p

an
t 

d
at

a 
an

d
 a

ss
o

ci
at

ed
 d

at
a 

o
b

je
ct

s

6.
1 

M
an

ag
e 

di
re

ct
 re

sp
on

se
s 

to
 th

e 
sp

on
so

rs
 o

r c
oo

rd
in

at
in

g 
in

ve
st

ig
at

or
s,

 in
 c

as
e 

no
 le

ga
l 

sp
on

so
r i

s 
av

ai
la

bl
e 

(d
at

a 
no

t 
ye

t i
n 

a 
re

po
si

to
ry

)

6.
1.

1 
D

ec
id

e 
up

on
 th

e 
po

ss
ib

ili
ty

, i
n 

le
ga

l t
er

m
s,

 
of

 m
ak

in
g 

th
e 

da
ta

 a
va

ila
bl

e 
to

 o
th

er
s 

at
 a

ll.
Sp

on
so

rs
 a

nd
 tr

ia
l m

an
ag

em
en

t t
ea

m
G

ui
da

nc
e 

on
 in

te
rp

re
ta

tio
n 

of
 le

ga
l 

re
qu

ire
m

en
ts

 in
 d

iff
er

en
t j

ur
is

di
ct

io
ns

, f
or

 
di

ffe
re

nt
 le

ve
ls

 o
f c

on
se

nt

6.
1.

2 
A

ss
es

s 
th

e 
re

as
on

ab
le

ne
ss

 o
f t

he
 re

qu
es

t 
an

d 
th

e 
ab

ili
ty

 o
f t

he
 re

qu
es

te
rs

 to
 d

ra
w

 s
en

si
bl

e 
co

nc
lu

si
on

s

Sp
on

so
rs

 a
nd

 tr
ia

l m
an

ag
em

en
t t

ea
m

6.
1.

3 
A

ss
es

s 
th

e 
co

st
s 

of
 d

e-
id

en
tif

yi
ng

 th
e 

da
ta

, 
pr

ep
ar

in
g 

m
et

ad
at

a,
 e

tc
.

Sp
on

so
rs

 a
nd

 tr
ia

l m
an

ag
em

en
t t

ea
m

D
at

a 
on

 c
os

ts
 in

 d
at

a 
pr

ep
ar

at
io

n 
ex

er
ci

se
s

6.
1.

4 
M

ak
e 

a 
fin

al
 d

ec
is

io
n 

as
 to

 w
he

th
er

 to
 

sh
ar

e 
th

e 
da

ta
 w

ith
 th

e 
re

qu
es

te
r.

Sp
on

so
rs

 a
nd

 tr
ia

l m
an

ag
em

en
t t

ea
m

6.
1.

5 
D

ra
w

 u
p 

a 
da

ta
 u

se
 a

gr
ee

m
en

t a
nd

 tr
an

sf
er

 
th

e 
da

ta
 u

nd
er

 it
s 

te
rm

s
Sp

on
so

rs
 a

nd
 tr

ia
l m

an
ag

em
en

t t
ea

m
Ex

am
pl

e 
da

ta
 u

se
 a

gr
ee

m
en

ts

Page 10 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

6.
2 

M
an

ag
e 

ac
ce

ss
 to

 d
at

a 
in

 
a 

re
po

si
to

ry
 (i

f a
cc

es
s 

re
qu

es
ts

 
in

di
vi

du
al

ly
 re

vi
ew

ed
)

6.
2.

1 
R

ep
os

ito
ry

 m
ak

es
 a

pp
ro

pr
ia

te
 re

qu
es

t 
fo

rm
s 

av
ai

la
bl

e 
on

-li
ne

R
ep

os
ito

ry
 m

an
ag

er
s

A
va

ila
bl

e 
fo

rm
s 

on
 li

ne
 (s

ee
 5

.5
)

6.
2.

2 
R

eq
ue

st
 fo

rm
s 

co
m

pl
et

ed
 a

nd
 s

ub
m

itt
ed

 
(o

n 
or

 o
ff-

lin
e)

Se
co

nd
ar

y 
us

er
s

6.
2.

3 
(If

 s
tip

ul
at

ed
 in

 d
at

a 
tra

ns
fe

r a
gr

ee
m

en
t) 

R
eq

ue
st

 p
as

se
d 

to
 a

dv
is

or
y 

pa
ne

l f
or

 
as

se
ss

m
en

t a
nd

 re
co

m
m

en
da

tio
n,

 o
th

er
w

is
e 

to
 

da
ta

 c
on

tro
lle

rs

Sp
on

so
rs

 o
r a

dv
is

or
y 

pa
ne

l

6.
2.

4 
D

ec
is

io
n 

to
 a

llo
w

 re
qu

es
t m

ad
e,

 b
y 

D
at

a 
A

cc
es

s 
C

om
m

itt
ee

 if
 s

tip
ul

at
ed

 in
 d

at
a 

tra
ns

fe
r 

ag
re

em
en

t, 
ot

he
rw

is
e 

by
 d

at
a 

co
nt

ro
lle

rs

Sp
on

so
rs

 o
r D

at
a 

A
cc

es
s 

C
om

m
itt

ee
, o

r 
re

po
si

to
ry

 m
an

ag
er

s
G

ui
de

lin
es

 fo
r t

er
m

s 
of

 re
fe

re
nc

e 
/ 

fu
nc

tio
ni

ng
 o

f D
at

a 
A

cc
es

s 
C

om
m

itt
ee

s

6.
2.

5 
If 

po
si

tiv
e 

de
ci

si
on

, d
at

a 
us

e 
ag

re
em

en
t 

dr
aw

n 
up

 a
nd

 a
gr

ee
d

Sp
on

so
rs

 o
r a

dv
is

or
y 

pa
ne

l, 
re

po
si

to
ry

 
m

an
ag

er
s,

 s
ec

on
da

ry
 u

se
rs

Ex
am

pl
e 

da
ta

 u
se

 a
gr

ee
m

en
ts

6.
2.

6 
D

at
a 

ac
ce

ss
 a

rr
an

ge
d 

af
te

r l
ia

is
on

 w
ith

 
re

po
si

to
ry

 m
an

ag
er

s
Sp

on
so

rs
 o

r a
dv

is
or

y 
pa

ne
l, 

re
po

si
to

ry
 m

an
ag

er
s

Pi
pe

lin
e 

fo
r q

ui
ck

 p
ro

ce
ss

in
g 

of
 a

cc
es

s 
ch

an
ge

 re
qu

es
ts

6.
2.

7 
A

cc
es

s 
re

qu
es

t a
nd

 d
ec

is
io

n 
do

cu
m

en
te

d
Sp

on
so

rs
 o

r a
dv

is
or

y 
pa

ne
l, 

re
po

si
to

ry
 m

an
ag

er
s

R
ec

or
di

ng
 s

ys
te

m
s 

fo
r r

eq
ue

st
 a

nd
 

de
ci

si
on

7.
 D

is
co

ve
ri

n
g

 t
h

e 
d

at
a

7.
1 

A
gr

ee
 a

 c
om

m
on

 d
is

co
ve

ry
 

m
et

ad
at

a 
st

an
da

rd
R

ep
os

ito
ry

 m
an

ag
er

s,
 m

et
ad

at
a 

re
po

si
to

ry
 

m
an

ag
er

s
Th

e 
m

et
ad

at
a 

sc
he

m
e 

its
el

f

7.
2 

A
gr

ee
 a

nd
 im

pl
em

en
t a

n 
ID

 g
en

er
at

io
n 

sc
he

m
e 

fo
r d

at
a 

ob
je

ct
s

7.
2.

1 
D

ev
el

op
, a

nd
 c

os
t a

 m
ec

ha
ni

sm
 fo

r 
ge

ne
ra

tin
g 

pe
rs

is
te

nt
 ID

s 
fo

r d
at

a 
ob

je
ct

s.
R

ep
os

ito
ry

 m
an

ag
er

s,
 m

et
ad

at
a 

re
po

si
to

ry
 

m
an

ag
er

s
Ex

is
tin

g 
ID

 s
up

pl
y 

m
ec

ha
ni

sm
s,

 e
sp

ec
ia

lly
 

D
O

Is

7.
2.

2 
Im

pl
em

en
t t

he
 p

ro
ce

ss
 fo

r g
en

er
at

in
g 

pe
rs

is
te

nt
 ID

s 
(e

.g
. D

O
Is

) f
or

 d
at

a 
ob

je
ct

s.
Tr

ia
l t

ea
m

s,
 re

po
si

to
ry

 a
nd

 m
et

ad
at

a 
re

po
si

to
ry

 
m

an
ag

er
s

Th
e 

ID
 g

en
er

at
io

n 
m

ec
ha

ni
sm

 it
se

lf

7.
3 

A
gr

ee
 a

nd
 im

pl
em

en
t a

n 
ID

 
ge

ne
ra

tio
n 

sc
he

m
e 

fo
r c

lin
ic

al
 

st
ud

ie
s

7.
3.

1 
U

se
 e

xi
st

in
g 

(m
ul

tip
le

) s
tu

dy
 id

en
tifi

er
s 

as
 

fa
r a

s 
po

ss
ib

le
R

ep
os

ito
ry

 m
an

ag
er

s,
 m

et
ad

at
a 

re
po

si
to

ry
 

m
an

ag
er

s,
 (e

tc
!)

Ex
is

tin
g 

ID
s,

 fr
om

 re
gi

st
rie

s,
 s

po
ns

or
s,

 
fu

nd
er

s 
et

c.

7.
3.

2 
A

tte
m

pt
 to

 d
ev

el
op

 a
n 

ID
 g

en
er

at
io

n 
an

d 
/ 

or
 a

ss
ig

nm
en

t p
ro

ce
ss

 fo
r a

ll 
cl

in
ic

al
 s

tu
di

es
R

ep
os

ito
ry

, m
et

ad
at

a 
re

po
si

to
ry

 a
nd

 re
gi

st
ry

 
m

an
ag

er
s,

 W
H

O
, e

tc
!

Ex
is

tin
g 

ID
 s

up
pl

y 
m

ec
ha

ni
sm

s,
 e

sp
ec

ia
lly

 
re

gi
st

ry
 ID

s

7.
4 

C
ol

le
ct

 m
et

ad
at

a 
to

ge
th

er
 

in
to

 a
 p

ub
lic

 m
et

ad
at

a 
re

po
si

to
ry

, u
nd

er
 a

 s
in

gl
e 

po
rt

al

7.
4.

1 
C

ol
le

ct
 e

xi
st

in
g 

m
et

ad
at

a 
sa

m
pl

es
 a

nd
 

so
ur

ce
s 

in
to

 a
 p

ro
to

ty
pe

 m
et

ad
at

a 
re

po
si

to
ry

M
et

ad
at

a 
re

po
si

to
ry

 m
an

ag
er

s
Th

e 
m

et
ad

at
a 

sc
he

m
e 

fro
m

 7
.1

, t
he

 ID
 

sc
he

m
es

 fr
om

 7
.2

, 7
.3

;

7.
4.

2 
M

ai
nt

ai
n 

th
e 

m
et

ad
at

a 
by

 a
rr

an
gi

ng
 re

gu
la

r 
ha

rv
es

tin
g 

(e
.g

. n
ig

ht
ly

, u
si

ng
 A

PI
 a

nd
 m

et
ad

at
a 

sc
he

m
e)

M
et

ad
at

a 
re

po
si

to
ry

 m
an

ag
er

s
Th

e 
m

et
ad

at
a 

sc
he

m
e 

fro
m

 7
.1

, t
he

 
ID

 s
ch

em
es

 fr
om

 7
.2

, 7
.3

; M
et

ad
at

a 
ha

rv
es

tin
g 

to
ol

s

7.
4.

3 
D

ev
el

op
 a

 s
in

gl
e 

po
rt

al
 fo

r s
ea

rc
hi

ng
 

th
ro

ug
h 

th
e 

m
et

ad
at

a
M

et
ad

at
a 

re
po

si
to

ry
 m

an
ag

er
s

7.
4.

4 
Fe

de
ra

te
 a

dd
iti

on
al

 m
et

ad
at

a 
so

ur
ce

s 
un

de
r t

he
 s

am
e 

po
rt

al
M

et
ad

at
a 

re
po

si
to

ry
 m

an
ag

er
s

Page 11 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



P
ro

ce
ss

S
u

b
p

ro
ce

ss
M

ai
n

 A
ct

o
rs

P
o

ss
ib

le
 S

er
vi

ce
s/

To
o

ls

7.
5 

Se
ar

ch
 fo

r t
he

 d
at

a 
ob

je
ct

s 
co

nc
er

ne
d 

w
ith

 a
 tr

ia
l o

r c
lin

ic
al

 
st

ud
y

Se
co

nd
ar

y 
us

er
s

Se
ar

ch
 to

ol
s 

us
in

g 
st

ud
y 

id
en

tifi
er

s,
 n

am
e,

 
an

d 
/ o

r o
bj

ec
t i

de
nt

ifi
er

s.
 R

ec
ei

ve
 d

at
a 

on
 

lo
ca

tio
n 

an
d 

ac
ce

ss
 d

et
ai

ls
.

8.
 P

u
b

lis
h

in
g

 r
es

u
lt

s 
o

f 
re

-u
se

8.
1 

C
ar

ry
 o

ut
 s

ec
on

da
ry

 u
se

 
an

d 
pu

bl
is

h 
re

su
lts

8.
1.

1 
Pu

bl
is

h 
re

-a
na

ly
si

s,
 p

re
fe

ra
bl

y 
op

en
 (e

.g
. 

pe
er

 re
vi

ew
ed

 jo
ur

na
l)

Se
co

nd
ar

y 
us

er
s

8.
1.

2 
If 

su
cc

es
sf

ul
, e

ns
ur

e 
pr

op
er

 c
ita

tio
n 

of
 d

at
a 

an
d 

cr
ed

it 
to

 d
at

a 
ge

ne
ra

to
rs

.
Se

co
nd

ar
y 

us
er

s
A

gr
ee

d 
sc

he
m

es
 fo

r c
ita

tio
n 

an
d 

cr
ed

it 
fo

r d
at

a

8.
1.

3 
W

he
th

er
 o

r n
ot

 p
ub

lis
he

d 
in

 a
 jo

ur
na

l, 
pu

bl
is

h 
su

m
m

ar
y 

re
su

lts
 a

nd
 re

le
va

nt
 d

at
as

et
s 

– 
us

ua
lly

 in
 s

ou
rc

e 
re

po
si

to
ry

.

Se
co

nd
ar

y 
us

er
s,

 re
po

si
to

ry
 m

an
ag

er
s

8.
1.

4 
A

pp
ly

 m
et

ad
at

a 
to

 n
ew

 d
at

a 
ob

je
ct

s,
 

en
su

re
 h

ar
ve

st
in

g 
in

to
 m

et
ad

at
a 

sy
st

em
.

Se
co

nd
ar

y 
us

er
s

M
et

ad
at

a 
sc

he
m

e 
fo

r d
is

co
ve

ra
bi

lit
y

9.
 M

o
n

it
o

ri
n

g
 d

at
a 

sh
ar

in
g

9.
1 

M
on

ito
r d

at
a 

sh
ar

in
g 

ac
tiv

ity
9.

1.
1 

G
at

he
r a

nd
 d

is
se

m
in

at
e 

da
ta

 o
n 

da
ta

 
re

qu
es

ts
 (w

he
re

 e
xp

lic
it 

re
qu

es
ts

 a
re

 re
qu

ire
d)

.
R

ep
os

ito
ry

 m
an

ag
er

s
W

eb
 s

ite
 o

n 
w

hi
ch

 to
 d

is
pl

ay
 c

ol
le

ct
ed

 
da

ta

9.
1.

2 
G

at
he

r a
nd

 d
is

se
m

in
at

e 
da

ta
 o

n 
re

as
on

s 
fo

r r
eq

ue
st

 re
fu

sa
l (

w
he

re
 e

xp
lic

it 
re

qu
es

ts
 a

re
 

re
qu

ire
d)

.

R
ep

os
ito

ry
 m

an
ag

er
s

W
eb

 s
ite

 o
n 

w
hi

ch
 to

 d
is

pl
ay

 c
ol

le
ct

ed
 

da
ta

9.
1.

3 
G

at
he

r a
nd

 d
is

se
m

in
at

e 
da

ta
 o

n 
da

ta
 

ac
ce

ss
es

, d
ow

nl
oa

ds
 e

tc
.

R
ep

os
ito

ry
 m

an
ag

er
s

W
eb

 s
ite

 o
n 

w
hi

ch
 to

 d
is

pl
ay

 c
ol

le
ct

ed
 

da
ta

9.
2 

M
on

ito
r o

ut
pu

t a
nd

 
co

ns
eq

ue
nc

es
 o

f d
at

a 
sh

ar
in

g
9.

2.
1 

A
tte

m
pt

 to
 m

on
ito

r o
ut

pu
t o

f d
at

a 
sh

ar
in

g 
ac

tiv
ity

 a
nd

 a
ss

oc
ia

te
d 

re
se

ar
ch

 (p
ap

er
s,

 
da

ta
se

ts
 e

tc
.).

Pu
bl

is
he

rs
, f

un
de

rs
W

eb
 s

ite
 o

n 
w

hi
ch

 to
 d

is
pl

ay
 c

ol
le

ct
ed

 
da

ta

9.
2.

2 
A

tte
m

pt
 to

 m
on

ito
r l

ev
el

 a
nd

 o
ut

co
m

e 
of

 
di

sp
ut

es
 th

at
 m

ay
 o

cc
ur

 a
fte

r d
at

a 
sh

ar
in

g 
an

d 
re

-a
na

ly
si

s

Pu
bl

is
he

rs
, f

un
de

rs
, i

nd
iv

id
ua

l r
es

ea
rc

he
rs

Pu
bl

is
he

d 
pa

pe
rs

9.
2.

3 
A

tte
m

pt
 to

 m
on

ito
r c

ha
ng

in
g 

at
tit

ud
es

 
to

w
ar

ds
 d

at
a 

sh
ar

in
g 

in
 c

lin
ic

al
 re

se
ar

ch
In

di
vi

du
al

 re
se

ar
ch

er
s

Pu
bl

is
he

d 
pa

pe
rs

1 D
at

a 
o

b
je

ct
s:

 a
ny

 d
is

cr
et

e 
pa

ck
ag

es
 o

f d
at

a 
in

 a
n 

el
ec

tro
ni

c 
fo

rm
 –

 w
he

th
er

 th
at

 d
at

a 
is

 te
xt

ua
l, 

nu
m

er
ic

al
, a

 s
tru

ct
ur

ed
 d

at
as

et
, a

n 
im

ag
e,

 fi
lm

 c
lip

, (
et

c.
) i

n 
fo

rm
. T

he
y 

ar
e 

ea
ch

 a
 fi

le
, a

s 
th

at
 te

rm
 is

 u
se

d 
w

ith
in

 c
om

pu
te

r s
ys

te
m

s,
 a

nd
 a

re
 n

am
ed

, a
t l

ea
st

 w
ith

in
 th

ei
r s

ou
rc

e 
fil

e 
sy

st
em

. I
n 

th
e 

co
nt

ex
t o

f c
lin

ic
al

 re
se

ar
ch

 a
nd

 d
at

a 
sh

ar
in

g,
 d

at
a 

ob
je

ct
s 

ca
n 

in
cl

ud
e 

el
ec

tro
ni

c 
fo

rm
s 

of
 p

ro
to

co
ls

, j
ou

rn
al

 p
ap

er
s,

 
pa

tie
nt

 c
on

se
nt

 fo
rm

s,
 a

na
ly

si
s 

pl
an

s,
 a

nd
 a

ny
 o

th
er

 d
oc

um
en

ts
 a

ss
oc

ia
te

d 
w

ith
 th

e 
st

ud
y,

 a
s 

w
el

l a
s 

da
ta

se
ts

 re
pr

es
en

tin
g 

di
ffe

re
nt

 p
or

tio
ns

 a
nd

 ty
pe

s 
of

 th
e 

da
ta

 g
en

er
at

ed
, a

nd
 th

e 
m

et
ad

at
a 

de
sc

rib
in

g 
th

at
 d

at
a.

2 S
O

P
: S

ta
nd

ar
d 

O
pe

ra
tin

g 
Pr

oc
ed

ur
e 

– 
A

 c
on

tro
lle

d 
do

cu
m

en
t, 

ex
pl

ic
itl

y 
ve

rs
io

ne
d,

 re
vi

ew
ed

 a
nd

 a
pp

ro
ve

d,
 th

at
 o

ut
lin

es
 th

e 
ro

le
s 

an
d 

re
sp

on
si

bi
lit

ie
s 

in
vo

lv
ed

 in
 a

 p
ar

tic
ul

ar
 ta

sk
 a

nd
 / 

or
 w

or
kfl

ow
, a

nd
 th

e 
su

bt
as

ks
, d

el
iv

er
ab

le
s 

an
d 

as
so

ci
at

ed
 d

oc
um

en
ta

tio
n 

re
qu

ire
d.

 S
O

Ps
 m

ay
 b

e 
su

pp
le

m
en

te
d 

by
 m

or
e 

de
ta

ile
d 

‘w
or

k 
in

st
ru

ct
io

ns
’, 

th
at

 m
ay

 re
la

te
 to

 u
si

ng
 o

ne
 o

r m
or

e 
sp

ec
ifi

c 
sy

st
em

s.
3 A

u
th

en
ti

ca
ti

o
n

: T
he

 p
ro

ce
ss

 o
f e

ns
ur

in
g 

th
at

 a
 p

er
so

n 
or

 s
ys

te
m

 th
at

 is
 tr

yi
ng

 to
 a

cc
es

s 
a 

sy
st

em
 is

 w
ho

 th
ey

 s
ay

 (i
t s

ay
s)

 th
ey

 a
re

. W
ith

 a
 p

er
so

n,
 a

ut
he

nt
ic

at
io

n 
is

 b
y 

pr
ov

is
io

n 
of

 o
ne

 o
r m

or
e 

of
 s

om
et

hi
ng

 
on

ly
 th

ey
 s

ho
ul

d 
kn

ow
 (e

.g
. a

 p
as

sw
or

d)
, o

r s
ho

ul
d 

ha
ve

 (e
.g

. a
 c

ar
d 

or
 fo

b)
, o

r c
an

 s
ho

w
 (e

.g
. fi

ng
er

pr
in

t, 
iri

s 
pa

tte
rn

). 
W

ith
 a

 s
ys

te
m

 it
 is

 m
or

e 
of

te
n 

by
 p

ro
vi

si
on

 o
f a

 s
ec

re
t t

ok
en

 (i
n 

ef
fe

ct
 a

 m
ac

hi
ne

 
pa

ss
w

or
d)

, o
fte

n 
de

riv
ed

 fr
om

 p
ub

lic
 k

ey
 c

ry
pt

og
ra

ph
y.

4 T
w

o
 f

ac
to

r 
au

th
en

ti
ca

ti
o

n
: T

he
 s

im
ul

ta
ne

ou
s 

us
e,

 b
y 

a 
pe

rs
on

, o
f t

w
o 

of
 th

e 
th

re
e 

au
th

en
tic

at
io

n 
m

et
ho

ds
 d

es
cr

ib
ed

 a
bo

ve
.

5 A
u

th
o

ri
sa

ti
o

n
: T

he
 p

ro
ce

ss
 o

f g
iv

in
g 

an
 a

ut
he

nt
ic

at
ed

 e
nt

ity
 th

e 
rig

ht
s 

to
 a

cc
es

s 
pa

rt
ic

ul
ar

 s
ub

se
ts

 o
f d

at
a 

an
d/

or
 to

 c
ar

ry
 o

ut
 p

ar
tic

ul
ar

 fu
nc

tio
ns

 w
ith

in
 a

 s
ys

te
m

. I
t i

s 
us

ua
lly

 c
ar

rie
d 

ou
t b

y 
as

si
gn

in
g 

us
er

 
en

tit
ie

s 
to

 ro
le

s 
an

d 
to

 g
ro

up
s 

th
at

 to
ge

th
er

 d
efi

ne
 th

e 
ac

ce
ss

 a
llo

w
ed

.

Page 12 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018



Ta
b

le
 2

. C
la

ss
ifi

ca
ti

o
n

 a
n

d
 d

es
cr

ip
ti

o
n

 o
f 

p
o

ss
ib

le
 t

o
o

ls
/s

er
vi

ce
s 

to
 s

u
p

p
o

rt
 p

ro
ce

ss
es

 in
 s

h
ar

in
g

 IP
D

 f
ro

m
 c

lin
ic

al
 t

ri
al

s.

Ty
p

e 
o

f 
se

rv
ic

e/
to

o
l

D
es

cr
ip

ti
o

n
/c

o
m

m
en

ts
R

ef
er

en
ce

 t
o

 
p

ro
ce

ss
 (

Ta
b

le
 1

)

1.
 P

ro
vi

d
in

g
 g

en
er

al
 b

ac
kg

ro
u

n
d

 m
at

er
ia

l

Pr
ov

id
in

g 
ge

ne
ra

l 
ba

ck
gr

ou
nd

 m
at

er
ia

l
C

ol
le

ct
io

n 
of

 re
le

va
nt

 re
so

ur
ce

s 
ab

ou
t d

at
a 

sh
ar

in
g 

in
 g

en
er

al
 –

 e
.g

. 
   

•   
L

in
ks

 to
 p

ap
er

s 
an

d 
re

le
va

nt
 p

ol
ic

y 
do

cu
m

en
ts

 fr
om

 a
n 

an
no

ta
te

d 
bi

bl
io

gr
ap

hy
, 

   
•   

S
um

m
ar

y 
do

cu
m

en
ts

 (e
.g

. b
ui

lt 
ar

ou
nd

 re
ce

nt
 c

on
se

ns
us

 p
ap

er
) a

nd
 w

eb
 p

ag
es

 
   

•   
G

lo
ss

ar
y 

of
 te

rm
s 

   
•   

L
in

ks
 to

 g
en

er
al

 e
du

ca
tio

na
l a

nd
 tr

ai
ni

ng
 re

so
ur

ce
s 

pr
ov

id
ed

 e
ls

ew
he

re
 

   
•   

C
ou

rs
es

, w
eb

in
ar

s,
 b

oo
ks

 u
si

ng
 m

at
er

ia
ls

 a
bo

ve
 

   
•   

M
ee

tin
gs

, c
on

fe
re

nc
e 

se
ss

io
ns

 lo
ok

in
g 

at
 a

sp
ec

ts
 o

f d
at

a 
sh

ar
in

g 
an

d 
re

la
te

d 
to

pi
cs

 
   

•   
A

dv
ic

e 
to

 c
iti

ze
ns

, e
th

ic
s 

co
m

m
itt

ee
s

1.
1.

1

2.
 L

o
ca

to
r 

se
rv

ic
es

Li
st

 o
f g

en
er

al
 re

so
ur

ce
s 

to
 

su
pp

or
t d

at
a 

sh
ar

in
g 

A
nn

ot
at

ed
 li

nk
s 

to
 w

eb
 s

ite
s 

th
at

 p
ro

vi
de

 (f
or

 e
xa

m
pl

e)
 …

  
   

•   �
D

at
a 

on
 re

po
si

to
rie

s 
fo

r s
to

ra
ge

 o
f d

at
as

et
s 

an
d 

ot
he

r d
at

a 
ob

je
ct

s 
(s

ee
1  a

t t
he

 b
ot

to
m

 o
f T

ab
le

 1
), 

an
d 

th
ei

r 
fa

ci
lit

ie
s,

 te
rm

s 
of

 s
er

vi
ce

 e
tc

.
   

•   
D

at
a 

on
 s

er
vi

ce
s 

to
 a

id
 in

 d
e-

id
en

tifi
ca

tio
n 

   
•   

I
nf

or
m

at
io

n 
on

 th
e 

ap
pl

ic
ab

le
 le

ga
l f

ra
m

ew
or

k(
s)

 
   

•   �
L

in
ks

 to
 m

od
el

 a
gr

ee
m

en
ts

 te
m

pl
at

es
 th

at
 c

an
 b

e 
ad

ap
te

d 
to

 m
ee

t t
he

 p
ar

tic
ul

ar
 c

irc
um

st
an

ce
s 

of
 d

at
a 

sh
ar

in
g 

pr
oj

ec
ts

.

1.
1.

2

Li
st

 o
f r

es
ou

rc
es

 to
 s

up
po

rt
 

gr
ea

te
r u

se
 o

f d
at

a 
st

an
da

rd
s

A
nn

ot
at

ed
 li

nk
s 

to
 

   
•   

R
ep

os
ito

rie
s 

of
 s

ta
nd

ar
d 

da
ta

 it
em

s,
 e

.g
. w

ith
in

 C
D

IS
C

’s
 C

D
A

SH
, C

FA
ST

. 
   

•   
R

ep
os

ito
rie

s 
of

 s
ta

nd
ar

d 
da

ta
 in

st
ru

m
en

ts
, e

.g
. C

D
IS

C
 Q

R
S 

(q
ue

st
io

nn
ai

re
s,

 ra
tin

gs
 a

nd
 s

ca
le

s)
 

   
•   

M
et

ad
at

a 
sc

he
m

es
 

   
•   

C
or

e 
ou

tc
om

e 
se

ts
 (e

.g
. C

O
M

ET
)

1.
2.

2,
 2

.5

3.
 E

xa
m

p
le

 d
o

cu
m

en
ts

Ex
am

pl
e 

do
cu

m
en

ts
 

su
pp

or
tin

g 
da

ta
 s

ha
rin

g 
pr

oc
es

se
s

   
•   

E
xa

m
pl

e 
SO

Ps
 (s

ee
2  a

t t
he

 b
ot

to
m

 o
f T

ab
le

 1
), 

   
•   

S
up

po
rt

in
g 

re
le

va
nt

 c
he

ck
lis

ts
, f

or
m

s 
C

ov
er

in
g 

al
l a

sp
ec

ts
 o

f d
at

a 
sh

ar
in

g,
 e

.g
. 

   
•   �

D
ur

in
g 

st
ud

y 
pr

ep
ar

at
io

n,
 o

r a
s 

pa
rt

 o
f l

on
g 

te
rm

 d
at

a 
m

an
ag

em
en

t, 
in

 th
e 

co
nt

ex
t o

f p
re

-d
efi

ne
d 

co
lla

bo
ra

tio
ns

, 
or

 w
he

n 
ha

nd
lin

g 
re

qu
es

ts
 fo

r a
cc

es
s.

   
•   

U
se

 o
f d

at
a 

st
an

da
rd

s 
in

 s
tu

dy
 d

es
ig

n 
   

•   
U

se
 o

f m
et

ad
at

a 
fo

r d
at

a 
de

sc
rip

tio
n,

 d
at

a 
ob

je
ct

 d
is

co
ve

ry
 

   
•   

E
xa

m
pl

es
 o

f d
at

a 
sh

ar
in

g 
po

lic
ie

s 
(u

ni
ve

rs
iti

es
, r

es
ea

rc
h 

in
st

itu
te

) 
   

•   
E

xa
m

pl
es

 o
f d

at
a 

sh
ar

in
g 

re
qu

es
ts

 fr
om

 fu
nd

er
s 

or
 jo

ur
na

ls

1.
2.

1,
 2

.1
, 

2.
4.

1,
 

2.
4.

2

Ex
am

pl
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Discussion
Within the framework of the EU H2020 funded project  
CORBEL major issues associated with sharing of IPD were 
investigated and a consensus document on providing access to 
IPD from clinical trials was developed, using a broad interdisci-
plinary approach6. The taskforce reached consensus on 10 prin-
ciples and 50 recommendations, representing the fundamental  
requirements of any framework used for the sharing of  
clinical trials data. To support the adoption of the recommenda-
tions, adequate tools and services are needed to promote and  
support data sharing and re-use amongst researchers, adequately 
inform trial participants and protect their rights, and provide  
effective and efficient systems for preparing, storing, and 
accessing data. As a first step on the way to inventory existing 
tools/services, their quality and applicability for data sharing, 
a systematic analysis of processes and actors involved in data  
sharing was performed. The work done resulted in a systematic, 
structured and comprehensive list of processes and subprocesses 
that need to be supported to make data sharing a reality in the  
future. It is basic work against which existing tools and and 
services can be mapped, and allowing gaps in service provi-
sion to be identified. It is outside the scope of this paper to 
address issues about data sharing (e.g. recognition of the effort 
of the original researcher, self-identification of patients). This  
has been addressed in the CORBEL consensus exercise6.

In the context of this work, we explored the possibility of 
generating a generic frameork for the sharing of IPD from  
clinical trials. As an example we considered the Framework 
for Open Science and Research by ATT (see Open Science 
and Research framework). This framework provides a general 
description of a desired architecture in a domain of open science,  
defining the key structural elements of the overall solution and 
describing their interactions, using an Enterprise Architec-
ture (EA) approach. It can thereby give an overview of how 
various research processes, actors and services – including  
data, data structures, and IT-systems – could form an  
interoperable system in the ‘target’ open state. The work done in  
developing a framework for open science and research could be 
of major relevance for a similar model in the area of participant  
data sharing. At this stage, however, of identifying the processes 
and subprocesses involved, it was felt to be too early to develop 
a generic framework. It may be that this approach will be taken 
up again once there is confidence that the components for such a 
framework have been identified.

Nevertheless, we thought it useful to use a standardised  
terminology and notation for describing basic processes in data 
sharing. This will simplify the extension to a more generic and 
comprehensive framework at a later stage. As one approach,  
business modelling has been applied successfully in the health 
and health research area. It has been used, for example, to perform  
a requirements analysis of the barriers to conducting research 
linking of primary care, genetic and cancer data7, to model 
the complexity of health and associated data flow in asthma8 
and to provide a generic architecture for a type 2 diabetes  

mellitus care system9. We decided not to apply the full spectrum  
of business process modelling (BPMN), but to use only basic 
elements to give a notational and terminological basis for  
further work. More work is needed to explore the suitability  
and benefit of BPMN for a generic framework for data sharing.

Different models for clinical trials and clinical trials work-
flow already exist, such as the domain analysis model BRIDG10, 
the study design model CDISC SDM11 and the primary care 
information model PCROM12. Any framework or model for 
data sharing needs to map or reference these clinical trial 
models, though none currently include the secondary use  
of data after the trial has completed. Although clinical trial proc-
esses and data sharing processes are distinct, they are clearly 
linked, and any comprehensive model needs to incorporate  
those linkages.

Many of the services and tools identified in this paper are 
non-technical but nevertheless may be of major importance,  
especially for data generators and data requestors. This includes 
templates and examples, checklists and guidance. For some 
of the processes specified in this paper IT-tools and services 
already exist and can be applied (e.g. de-identification tools  
and services, see Electronic Health Information Laboratory 
page on de-identification software), others are under devel-
opment but need further work or an extension in scale (e.g.  
metadata repository for identifying clinical trial objects,13). This 
work could also be used as input to an update of the EMA data 
sharing policy, currently discussing the possibility of sharing  
individual participant data (IPD) from clinical trials (see 
EMA page of clinical data publication policy). The next 
step is to perform a scan on the availability and suitability of  
services and tools for data sharing based on this work, with the  
involvement of stakeholders. We will summarize this information 
in a separate report.
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lifespan due to project funding. It shows the complexity of the topic and every research group should
already think about it during the project planning phase. Additionally, it is also relevant for other types of
research projects, such as clinical registries, epidemiological cohorts or studies in health care research,
with minor modifications.

I particularly liked the fact that aspects of providing analysis environments were also addressed, e.g. with
special Docker containers that bring the evaluation algorithms to the data instead of releasing data.

The weak part of the paper is that even with a detailed listing of the sub-processes and the relevant tools,
most researchers will find it difficult to design a concrete implementation strategy or to check whether the
implementation meets the state of the art. Notes such as "Provide sample documents", "Assess risk of
re-identification" or "Select suitable metadata schemas for object discovery" are simply too vague to be a
real help. At this point, a knowledge base must be built up that provides researchers with concrete
guidelines, implementation guidelines and example scenarios for successful projects.

Points to address:
The workflow in Figure 1 assumes that the data set is only imported once into an external
repository. However, there are many scenarios in which data sets will have to be updated or
extended, e.g. in long-running investigations where interim evaluations are already being carried
out. Snapshots of shared data must be saved for verification purposes.
 
Some years ago, there has been an EMA draft policy on publication and access to clinical-trial data
. I’m not sure about the current status but it would be interesting to include the effort in this[1]

paper.
 
Page 6, section 2.3.2 “Include request for broad consent for data sharing in informed consent
documents.” The term broad consent might require a more detailed definition, because in Germany
consent is always contextual and without specific and the ethics committees are looking into this.
 
Metadata (sections 2.5, 5.4, 7.1) should not be limited to semantics and discovery. Another
important topic for metadata is provenance metadata (measurement conditions, data quality,
algorithms for calculated data)

Is the work clearly and accurately presented and does it cite the current literature?
Partly

Is the study design appropriate and is the work technically sound?
Yes

Are sufficient details of methods and analysis provided to allow replication by others?
Yes

If applicable, is the statistical analysis and its interpretation appropriate?
Not applicable

Are all the source data underlying the results available to ensure full reproducibility?
Yes

Are the conclusions drawn adequately supported by the results?

Yes
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Yes

 No competing interests were disclosed.Competing Interests:

I have read this submission. I believe that I have an appropriate level of expertise to confirm that
it is of an acceptable scientific standard, however I have significant reservations, as outlined
above.

Author Response 16 Apr 2018
, ECRIN, GermanyChristian Ohmann

. Our answer in bold and italics
 
In this paper, Ohmann et. al. perform a detailed analysis of steps required to share patient
microdata from clinical trials with the research community. They provide a process diagram
describing the workflow of preparing, transferring and maintaining the data and metadata to an
external repository. The main part of the work consists of a comprehensive list of all
sub-processes, the involved actors and services or tools. They also elaborate on scope and depth
of the services or tools and give examples.

The valuable contribution of this work lies in the sequential structuring of data sharing tasks.
Especially study groups who want (or have to) actively provide data have a checklist at hand,
which gives them the opportunity to assess each sub-task in its complexity and to put together
suitable persons or teams for implementation. This prevents important stakeholders from being
overlooked or partial steps from being insufficiently taken into account, particularly with regard to
regulatory issues.

The article focuses on aspects of data sharing in clinical trials, addressing a relevant problem of
academic research, namely the long-term availability of research results in an environment that has
only a limited lifespan due to project funding. It shows the complexity of the topic and every
research group should already think about it during the project planning phase. Additionally, it is
also relevant for other types of research projects, such as clinical registries, epidemiological
cohorts or studies in health care research, with minor modifications.

I particularly liked the fact that aspects of providing analysis environments were also addressed,
e.g. with special Docker containers that bring the evaluation algorithms to the data instead of
releasing data.

The weak part of the paper is that even with a detailed listing of the sub-processes and the relevant
tools, most researchers will find it difficult to design a concrete implementation strategy or to check
whether the implementation meets the state of the art. Notes such as "Provide sample
documents", "Assess risk of re-identification" or "Select suitable metadata schemas for object
discovery" are simply too vague to be a real help. At this point, a knowledge base must be built up
that provides researchers with concrete guidelines, implementation guidelines and example
scenarios for successful projects.
 
The purpose of the study was better explained at the end of the introduction. It was the
objective to identify all processes/sub-processes involved in data sharing and to provide
a classification of tools/services needed to support the processes. It is ground structuring
work and it was not intended to provide specific help for data sharing (e.g. guidelines,
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work and it was not intended to provide specific help for data sharing (e.g. guidelines,
 examples). In a later stage of the CORBEL project concrete and speciifc tools/services to

support data sharing will be made availalbe.

Points to address:
The workflow in Figure 1 assumes that the data set is only imported once into an external
repository. However, there are many scenarios in which data sets will have to be updated or
extended, e.g. in long-running investigations where interim evaluations are already being
carried out. Snapshots of shared data must be saved for verification purposes.

This is a relevant point and was included in the figure under 3) : Preparation of data
sharing (after data collected or data update. 
 
Some years ago, there has been an EMA draft policy on publication and access to
clinical-trial data . I’m not sure about the current status but it would be interesting to[1]
include the effort in this paper.

The EMA policy 70 is effective since January 2015 and applies to new drugs
approved by the EMA after that date, thus only on a subset of trials testing
pharmacological interventions. Moreover, the policy is only dealing with clinical
study reports, i.e. aggregate data.  Currently, the EMA is discussing the possibility
of sharing individual participant data (IPD) from clinical trials. One EMA expert was
included in our consensus exercise and one author of the current paper (CO) was
invited to attend an EMA-workshop on anonymisation, 30.11.-1.12.2017). This
publication could be used as input to an update of the EMA data sharing policy.
This comment is added to the discussion. 
 
Page 6, section 2.3.2 “Include request for broad consent for data sharing in informed
consent documents.” The term broad consent might require a more detailed definition,
because in Germany consent is always contextual and without specific and the ethics
committees are looking into this.

The concept of broad consent has been discussed in detail in the BMJ Open paper
published by the group in 2017.and was not tackled in this manuscript. 
 
Metadata (sections 2.5, 5.4, 7.1) should not be limited to semantics and discovery. Another
important topic for metadata is provenance metadata (measurement conditions, data
quality, algorithms for calculated data)

Yes, provenance data are very important and an essential part of the metadata.  We
have added provenance metadata in 4.2.2 and 4.2.4.

 No competing interests were disclosed.Competing Interests:

 19 March 2018Referee Report

doi:10.5256/f1000research.14988.r31482
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1.  

2.  

3.  

1.  

2.  

3.  

4.  

5.  

6.  

7.  

   Matthew R. Sydes
MRC Clinical Trials Unit at UCL, Institute of Clinical Trials and Methodology, University College London,
London, UK

This process-orientated manuscript covers a lot of ground in some detail. I have some specific comments:
 

 Major
Section: General
Comment: The process of reaching these recommendations is unclear to me. Perhaps these are
opinions? I don’t think there is primary evidence to underpin them. Should there be?
 
Section: General
Comment: This is comprehensive, but also sets out a substantial burden on organisations. I
wonder for what proportion of trials this work is proportionate effort.
 
Section: General
Comment: This does not address my previous concerns about recognition of effort of the original
researchers or issues about self-identification by patients, but perhaps that is outside of the scope
of the paper. It would helpful to remind the reader that these are key, unresolved issues and point
to places where they might be considered further.

 
Moderate 

Section: Table 1
Text ref: "1.2 Clarify own institution’s requirements for data sharing"
Comment: This is pretty vague. I don’t know how to use this row.
 
Section: Table 1
Text ref: "2.1.2 Check funder requirements for data sharing"
Comment: Which takes priority and when? 2.1.2 vs 1.2.
 
Section: Table 1
Text ref: "2. Plan for data sharing, in the context of a specific trial"
Comment: When should this be developed? 2.2.2 suggests before the protocol is finalised; but I
suspect 2.2.2 would generally be done before 2.2.1. What is the ordering of the rows?
 
Section: Table 1
Text ref: "3.1 Decide upon strategy for data preparation for sharing"
Comment: 3.1.1 and 3.1.2 seem to be in the wrong order.
 
Section: Table 1
Text ref: Section 3 or 4
Comment: Somewhere, perhaps, one should advertise the timelines for making data available. It’s
unlikely to be during the trial; how long after primary analyses? Useful to manage expectations?
 
Section: Table 1
Text ref: "5.1 Maintain highly granular access control to IPD, that can be changed rapidly"
Comment: Changed on what basis?
 

Section: Table 1
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7.  

8.  

9.  

10.  

11.  

12.  

13.  

14.  

1.  

2.  

Section: Table 1
Text ref: "5.5 Provide an expert advisory panel"
Comment: Is this a Data Access Committee or something different? Is there independent
membership?
 
Section: Table 1
Text ref: "5.7 Provide data use agreement templates"
Comment: Possibly wishful thinking. Agreements are never as straightforward as one might hope.
Is this a suggestion for global templates, institution templates or trial templates?
 
Section: Table 1
Text ref: "6.1.2 Assess the reasonableness of the request and the ability of the requesters to draw
sensible conclusions"
Comment: Where is the independence in this process? Is there a duty from the sponsor and TMG
to work fairly? Who judges what is reasonable?
 
Section: Table 1
Text ref :: "6.2.1 Repository makes appropriate request forms available on-line"
Comment: Why? This will just encourage false positive submissions. Better for applicants to talk to
the trial team before getting a form, so the applicant really understands whether the data set is
suitable and timely. (Very often, it really won’t be.)
 
Section Table 1
Text refL "7.2 Agree an ID generation scheme for data objects"
Comment: Also, what if the same dataset is given to two separate people: does this get the same
ID?
 
Section: Table 1
Text ref: "8. Publishing results of re-use"
Comment: Who checks that the secondary use of the data is done well?
 
Section: Table 1
Text ref: "8. Publishing results of re-use"
Comment: What to do if there is discrepancy in findings between original and subsequent findings?
Could undermine trust. Probably needs rows about “dispute” resolution.
 
Section: Table 2
Text ref: "2. Locator services. Locator service for data sharing resources"
Comment: Will this be a familiar term to readers? I’m not sure what it means.

 
Trivial/Minor 

Section: Table 1
Comment: Would be quickly for each actor to find the role if this column was broken into separate
columns, one per actor type, with the ticks for whether it is relevant.
 
Section: Table 1
Text ref: "7.2 Agree an ID generation scheme for data objects"
Comment: “Data objects” needs a clear definition before the table. Perhaps a Glossary with the
Abbreviations?
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1.  

Is the work clearly and accurately presented and does it cite the current literature?
Partly

Is the study design appropriate and is the work technically sound?
Yes

Are sufficient details of methods and analysis provided to allow replication by others?
No

If applicable, is the statistical analysis and its interpretation appropriate?
I cannot comment. A qualified statistician is required.

Are all the source data underlying the results available to ensure full reproducibility?
No source data required

Are the conclusions drawn adequately supported by the results?
Yes

 No competing interests were disclosed.Competing Interests:

Referee Expertise: Clinical trials and clinical trial methodology

I have read this submission. I believe that I have an appropriate level of expertise to confirm that
it is of an acceptable scientific standard, however I have significant reservations, as outlined
above.

Author Response 16 Apr 2018
, ECRIN, GermanyChristian Ohmann

Response to  reviewer in bold and italics
 
This process-orientated manuscript covers a lot of ground in some detail. I have some specific
comments:
  

 Major
Section: GeneralComment: The process of reaching these recommendations is unclear to
me. Perhaps these are opinions? I don’t think there is primary evidence to underpin them.
Should there be?

Principles and recommendations on data sharing were developed in the BMJ Open
paper. In this study a framework based upon these principles and
recommendations was proposed, characterising processes/suprocesses as well as
tools/services needed for data sharing.  The following methodological approach
was followed. The basic concepts and definitions were adapted from the business

 process model and notation (BPMN) and applied to our analysis. Recommendations
and principles from the data sharing consensus document were analysed in detail
and individual processes/subprocesses identified and linked to actors and possible

services/tools by a small group of experts (CO, SC, RB, WK, SB).  The
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1.  

2.  

3.  

1.  

2.  

services/tools by a small group of experts (CO, SC, RB, WK, SB).  The
decision-making process was based on a facilitator (CO) providing initial and
updated versions of the document and iterative rounds of written feedback from the
team members.  The process was continued until final agreement was achieved.
The process took place between October 2017 and January 2018, four different
versions were provided and approved in sequential order (24 November 2017, 7
and 11 December 2017, 15 January 2018).  Due to the good relationship between
the team members and long-term involvement in common projects, a
comprehensive and detailed point of reference, the consensus document, and clear
objectives with milestones and time lines, agreement could be achieved by the
team without applying a normative model of decision-making.  As suggested by
another reviewer, this paper can be classified as qualitative research, although we
applied a semi-formal collaborative small group decision-making approach and not
formal methodology such as interviews or focus groups. We revised the
methodological section of the manuscript and adapted it as much as possible to the
COREQ guidelines for qualitative research.
 
Section: GeneralComment: This is comprehensive, but also sets out a substantial burden
on organisations. I wonder for what proportion of trials this work is proportionate effort.

This is difficult to estimate. The empirical assessment of the benefit of data sharing
in comparison to the effort and resources needed is an area, where much more
research is needed.  This issue has been explored in more detail in the BMJ Open
publication but was not tackled in this paper. 
 
Section: General Comment: This does not address my previous concerns about recognition
of effort of the original researchers or issues about self-identification by patients, but
perhaps that is outside of the scope of the paper. It would helpful to remind the reader that
these are key, unresolved issues and point to places where they might be considered
further.

These aspects have been discussed in detail in the BMJ open publication and are
outside the scope of this paper.  As suggested, readers are reminded that the
points raised  by the reviewer are key unsolved issues and initiatives dealing with
these issues are referred to.  

Moderate 
Section: Table 1 Text ref: "1.2 Clarify own institution’s requirements for data
sharing"Comment: This is pretty vague. I don’t know how to use this row.

This was split into two subprocesses and a comment was added in the table. The
order of 1.2 and 1.3 was reversed. 
 
Section: Table 1 Text ref: "2.1.2 Check funder requirements for data sharing"Comment:
Which takes priority and when? 2.1.2 vs 1.2.

Certainly a reasonable question but so far no priorities have been defined  and the
timely order of processes has only be lightly tackled in the figure. The work is part
of ongoing research in the CORBEL project.  A comment about "clarification of legal

responsibilities" has been added in 2.1.2. 
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2.  

3.  

4.  

5.  

6.  

7.  

8.  

9.  

responsibilities" has been added in 2.1.2. 
 
Section: Table 1 Text ref: "2. Plan for data sharing, in the context of a specific
trial"Comment: When should this be developed? 2.2.2 suggests before the protocol is
finalised; but I suspect 2.2.2 would generally be done before 2.2.1. What is the ordering of
the rows?
Correct, the order of 2.2.1 and 2.2.2 has been reversed. 
 
Section: Table 1Text ref: "3.1 Decide upon strategy for data preparation for
sharing"Comment: 3.1.1 and 3.1.2 seem to be in the wrong order.
We have not changed that because from our viewpoint this seems to be the right
order. 
 
Section: Table 1 Text ref: Section 3 or 4Comment: Somewhere, perhaps, one should
advertise the timelines for making data available. It’s unlikely to be during the trial; how long
after primary analyses? Useful to manage expectations?
This is an important issue, which has also been discussed in the BMJ Open paper.
We have included a reference to timelines in 3.1. 
 
Section: Table 1 Text ref: "5.1 Maintain highly granular access control to IPD, that can be
changed rapidly"Comment: Changed on what basis?
We removed the reference to "rapid change" as it seems tob e confusing. 
 
Section: Table 1 Text ref: "5.5 Provide an expert advisory panel"Comment: Is this a Data
Access Committee or something different? Is there independent membership? 

The reference was changed to a Data Access Committee. We also re-organised the
processes in section 5 to make them (I hope) easier to read and understand, though
the content is almost exactly the same. 5.3 and 5.4 were split up into
sub-processes, 5.5 – 5.7 made subprocesses of a new 5.5, and 5.6 (was 5.8)
expanded to include 2 subprocesses of reporting / feedback
 
Section: Table 1Text ref: "5.7 Provide data use agreement templates"Comment: Possibly
wishful thinking. Agreements are never as straightforward as one might hope. Is this a
suggestion for global templates, institution templates or trial templates?

We agree that in practice there will be no agreed templates. Therefore we added a
phrase that the templates may be starting points for negotiated, specific
agreements.
 
Section: Table 1 Text ref: "6.1.2 Assess the reasonableness of the request and the ability of
the requesters to draw sensible conclusions"Comment: Where is the independence in this
process? Is there a duty from the sponsor and TMG to work fairly? Who judges what is
reasonable?

Yes, a critical issue. This is the reason why we prefer data sharing via trusted
repositories with defined and transparent governance. In 6.1 processes are

specified for the use case of access via direct contact with the sponsor/PI. Here an
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9.  

10.  

11.  

12.  

13.  

14.  

specified for the use case of access via direct contact with the sponsor/PI. Here an
independency of processes is usually not given.
 
Section: Table 1 Text ref :: "6.2.1 Repository makes appropriate request forms available
on-line"Comment: Why? This will just encourage false positive submissions. Better for
applicants to talk to the trial team before getting a form, so the applicant really understands
whether the data set is suitable and timely. (Very often, it really won’t be.)

We are supporting the view that data sharing and re-use should be possible without
the (mandatory) involvement of data generators. False positive submission may be

. reduced if the data available are fully described According to the suggestions of
another reviewer, a relation between data requester and data generator named
« optional collaboration » has been added to the figure. In our consensus exercise
(BMJ Open paper) we formulated the following recommendation (no. 33) : 
« Collaboration between data providers and secondary data users could be an
added value in data sharing. However, it should not be a pre-requisite for data
sharing. ». Therefore we marked the relation with « optional ».
 
Section Table 1 Text refL "7.2 Agree an ID generation scheme for data objects"Comment:
Also, what if the same dataset is given to two separate people: does this get the same ID?

Yes, the ID is fixed with the clinical trial objects. 7.2. is now split into two related
subprocesses, as is 7.3. 7.1. and 7.5 simplified by removal of subprocess.
 
Section: Table 1 Text ref: "8. Publishing results of re-use"Comment: Who checks that the
secondary use of the data is done well?

Yes, this is a critical issue. There is no standard procedure foreseen for this. The
best strategy is to make the re-analysis fully open and transparent. (see 8.1.1). In
that case the scientific community (including the data generators) can check the
validity of the re-analysis.  Nevertheless, monitoring compliance (in general) is an
open issue but not impossible. FDAA Trial Tracker is a good example of monitoring
compliance to regulation in trial registry and Ben Goldacre’s group is also chasing 
and publishing non-compliance. 
 
Section: Table 1 Text ref: "8. Publishing results of re-use"Comment: What to do if there is
discrepancy in findings between original and subsequent findings? Could undermine trust.
Probably needs rows about “dispute” resolution.

Yes, also very important and difficult to solve. Replication is very important in
science (
https://www.nature.com/news/1-500-scientists-lift-the-lid-on-reproducibility-1.19970
) and given that the replication of complex and expensive experiments such as
trials is not very much feasible, replication of the analysis is fundamental. We
cannot think of any formal structure, to ‘referee’ disputes, that would be applicable
here – any dispute would need to be played out in the literature, and each is likely to
have different characteristics. We have restructured section 9 to add a row about
the need to monitor disputes, as well as other possible consequences.
 

Section: Table 2 Text ref: "2. Locator services. Locator service for data sharing
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14.  

1.  

2.  

Section: Table 2 Text ref: "2. Locator services. Locator service for data sharing
resources"Comment: Will this be a familiar term to readers? I’m not sure what it means.

 We have tried to reword section 2 to make the meaning clearer.

Trivial/Minor 
Section: Table 1 Comment: Would be quickly for each actor to find the role if this column
was broken into separate columns, one per actor type, with the ticks for whether it is
relevant. 

Table 1 ordered according to actor is an interesting proposal but according to our
approach (list all processes/sub-processes following the clinical workflow) it would
mean to add another table. We would not prefer to do that to keep the paper as
 simple as possible.
 
Section: Table 1 Text ref: "7.2 Agree an ID generation scheme for data objects"Comment:
“Data objects” needs a clear definition before the table. Perhaps a Glossary with the
Abbreviations?

Yes, a glossary with some main terms (defined as used in this paper) was added at
the bottom of table 1.

 No competing interests were disclosed.Competing Interests:

 01 March 2018Referee Report

doi:10.5256/f1000research.14988.r31016

   Florian Naudet
CHU Rennes, Inserm, CIC 1414 (Centre d'Investigation Clinique de Rennes), University of Rennes 1,
Rennes, France

The manuscript Classification of processes involved in sharing individual participant data from clinical
trials by Ohmann C, Canham S, Banzi R, Kuchinke W and Battaglia S  is more than useful for all
stakeholders interested in data sharing. It must be accepted with, in my opinion, a few (and minor) edits. 
 
In my experience as a researcher interested in the impact of data sharing policies , I have identified that a
major practical barrier to implementation of full data sharing of randomised controlled trials was the great
heterogeneity across different trial groups: "getting prepared and preplanning for data sharing still seems
to be a challenge for many trial groups; data sharing proved to be novel for some authors who were
unsure how to proceed". Therefore the description and classification of processes involved in sharing IPD
from clinical trials will surely helps all stakeholders to get prepared. It is welcome and this manuscript will
be very useful. 
 
I have a few suggestions that may help to write it better. Please note that I'm not an expert in qualitative
research. Therefore these are only suggestion that I don't want to enforce strongly. 
 
First, as it is presented as a research paper and because it is very qualitative by nature, I would suggest to

1

2

Page 29 of 35

F1000Research 2018, 7:138 Last updated: 21 MAY 2018

http://dx.doi.org/10.5256/f1000research.14988.r31016
http://orcid.org/0000-0003-3760-3801


 

 
First, as it is presented as a research paper and because it is very qualitative by nature, I would suggest to
use, or better adapt the reporting guidelines for qualitative research  to this specific paper as most points
won't directly apply since the study presented is not a typical qualitative research. 
 
More specifically, I would welcome more details on authors in the main text: 
 
- Who are they? Were they from different background (e.g. data managers, statisticians, trialists, patients,
etc..., Master degree, MD, PhD, PharmD... etc.). Please clearly state that they were involved in the initial
initiative that was used for this paper . Please also detail how it could have affected their judgement. 
 
- What is their background for conducting such a qualitative synthesis?
 
- Was there a protocol registered for this analysis? 
 
Please specify why the processes were derived from only one initiative  and not from a systematic
assessment of other papers/initiatives. Any limitations of the initial paper should be discussed here.
The process of analysis should be made as transparent as possible. How the different authors were
involved in the process? Were there some leaders during the phone meetings? Were verbatim from
written correspondence used? Was there a good agreement between expert (for what parts the
agreement was less good ?)? The researchers’ own position should also clearly be stated. A critical
examination of their own role, possible bias, and influence on the research would be welcome. 
 
I have also identified very practical points that could be addressed in a new version of the manuscript: 
 
- In my very practical experience , figure 1 could be overly simple for being accurate. I think that one
important point was missed. Adoption of data sharing in biomedical research not only implies to provide
and re-use the data. It implies to adopt a collaborative approach. It means that when one want to re-use
the data of another team, one sometimes must directly contact the other team to have information and to
have the data in the appropriate format. Sharing data for a re-analysis of safety outcomes involves sharing
the cases report forms while re-using data for some IPD meta-analysis may only rely on sharing data at a
later analytical stage (e.g. analysable data). This implies that step 3 is very linked with step 6. I think that
the figure will be better (if it is not too complex) by adding such kind of relationship. 
 
- Table 1, section 1.1.1 / 2.3.1: patients are an important actors/leverages and must be involved in my
opinion in these aspects ;
 
- Table 1, in general avoid abbreviations such as "SOP" in 1.3 ; 
 
- Table 1, section 2 and 3.1: Ethic committees have a strong role to play at all these parts. They have, in
my opinion to judge wether the de-identification plan is adapted to the specific study ; 
 
- Table 1, section 3.2.1: data manager and statisticians must ensure that the code that will be shared
works for the de identified data sets. Practical finding from my experience (in one case, de-identification
was made after the analysis and labels were different between the two datasets : therefore the shared
code didn't worked).
 
- Table 1, section 4.1.1: this should be explored before in my opinion (at step 3), when one decide of the
data sharing plan. 
 
- Table 2 very interesting, but I would suggest to add an hyperlink to some concrete examples when
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- Table 2 very interesting, but I would suggest to add an hyperlink to some concrete examples when
possible in section 3.
 
In general the tables should be checked for majuscule and minuscule: eg. table 2, section 3 "during" must
be During. 
 
A last suggestion would be to add more practical information for clinicians and to cite the ICJME
recommandations. 
 
It is again a very great manuscript and I hope that these comment will be able to improve it. 
 
I'm not competent to review the English, and please excuse my English.
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Response to the reviewer in bold and italics 

The manuscript Classification of processes involved in sharing individual participant data from
clinical trials by Ohmann C, Canham S, Banzi R, Kuchinke W and Battaglia S  is more than useful
for all stakeholders interested in data sharing. It must be accepted with, in my opinion, a few (and
minor) edits. 
 
In my experience as a researcher interested in the impact of data sharing policies , I have
identified that a major practical barrier to implementation of full data sharing of randomised
controlled trials was the great heterogeneity across different trial groups: "getting prepared and
preplanning for data sharing still seems to be a challenge for many trial groups; data sharing
proved to be novel for some authors who were unsure how to proceed". Therefore the description
and classification of processes involved in sharing IPD from clinical trials will surely helps all
stakeholders to get prepared. It is welcome and this manuscript will be very useful. 
 
I have a few suggestions that may help to write it better. Please note that I'm not an expert in
qualitative research. Therefore these are only suggestion that I don't want to enforce strongly. 
 
First, as it is presented as a research paper and because it is very qualitative by nature, I would
suggest to use, or better adapt the reporting guidelines for qualitative research  to this specific
paper as most points won't directly apply since the study presented is not a typical qualitative
research. 
 
More specifically, I would welcome more details on authors in the main text: 
 
- Who are they? Were they from different background (e.g. data managers, statisticians, trialists,
patients, etc..., Master degree, MD, PhD, PharmD... etc.). Please clearly state that they were
involved in the initial initiative that was used for this paper . Please also detail how it could have

affected their judgement. 
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affected their judgement. 
 
- What is their background for conducting such a qualitative synthesis?
 
- Was there a protocol registered for this analysis? 
 
Please specify why the processes were derived from only one initiative  and not from a systematic
assessment of other papers/initiatives. Any limitations of the initial paper should be discussed
here.

The process of analysis should be made as transparent as possible. How the different authors
were involved in the process? Were there some leaders during the phone meetings? Were
verbatim from written correspondence used? Was there a good agreement between expert (for
what parts the agreement was less good ?)? The researchers’ own position should also clearly be
stated. A critical examination of their own role, possible bias, and influence on the research would
be welcome. 
 
We agree with the reviewer that this paper can be classified as qualitative research,
although we applied a semi-formal collaborative small group decision-making approach
and not a formal methodology such as interviews or focus groups. We revised the
manuscript and adapted it as much as possible to the COREQ guidelines.. However, as
expected, many COREQ items are clearly not applicable. We hope this revision had
improved the paper reporting.  
 
I have also identified very practical points that could be addressed in a new version of the
manuscript: 
 
- In my very practical experience , figure 1 could be overly simple for being accurate. I think that
one important point was missed. Adoption of data sharing in biomedical research not only implies
to provide and re-use the data. It implies to adopt a collaborative approach. It means that when one
want to re-use the data of another team, one sometimes must directly contact the other team to
have information and to have the data in the appropriate format. Sharing data for a re-analysis of
safety outcomes involves sharing the cases report forms while re-using data for some IPD
meta-analysis may only rely on sharing data at a later analytical stage (e.g. analysable data). This
implies that step 3 is very linked with step 6. I think that the figure will be better (if it is not too
complex) by adding such kind of relationship. 
 
According to the suggestions of the reviewer, a relation between data requester and data
generator named « optional collaboration » has been added to the figure. In our
consensus exercise (BMJ Open paper)  we formulated the following recommendation (no.
33) :  « Collaboration between data providers and secondary data users could be an
added value in data sharing. However, it should not be a pre-requisite for data sharing. ».

 Therefore we marked the relation with « optional ». 
 
- Table 1, section 1.1.1 / 2.3.1: patients are an important actors/leverages and must be involved in
my opinion in these aspects ;
 
Added patient groups to list of actors for 1.1.1, 2.3.1 and 2.3.2
 

- Table 1, in general avoid abbreviations such as "SOP" in 1.3 ; 
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- Table 1, in general avoid abbreviations such as "SOP" in 1.3 ; 
 
A brief definition has been added to the glossary of at the bottom of table 1..
 
- Table 1, section 2 and 3.1: Ethic committees have a strong role to play at all these parts. They
have, in my opinion to judge wether the de-identification plan is adapted to the specific study ; 
 
We are not sure if the exact role of ethics committees in data sharing has been clarified,
though if the proposals are in the protocol and the participant information sheet (etc.)
they would be scrutinised by an ethics committee.  Not sure if this needs to be added
explicitly as part of the workflow unless ECs are given a formal role.

- Table 1, section 3.2.1: data manager and statisticians must ensure that the code that will be
shared works for the de identified data sets. Practical finding from my experience (in one case,
de-identification was made after the analysis and labels were different between the two datasets :
therefore the shared code didn't worked).
 
An extra subprocess has been added as 3.2.2.

- Table 1, section 4.1.1: this should be explored before in my opinion (at step 3), when one decide
of the data sharing plan. 
 
We are not so sure. This will never be a simple linear process, so the order in the table
does not imply a similar ordering of workflow. We have changed 4.1. so that it is either a
selection or a confirmation of an earlier repository selection.
 
- Table 2 very interesting, but I would suggest to add an hyperlink to some concrete examples
when possible in section 3.
 
Table 1 and 2 were improved, taken the comments from the reviewer into consideration.
 
In general the tables should be checked for majuscule and minuscule: eg. table 2, section 3
"during" must be During.
 
Checked.
 
A last suggestion would be to add more practical information for clinicians and to cite the ICJME
recommandations. 
 
The activity  of ICMJE was cited.
 
It is again a very great manuscript and I hope that these comment will be able to improve it. 
 
I'm not competent to review the English, and please excuse my English. 

 No competing interests were disclosed.Competing Interests:
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